DATA PRIVACY
AND SECURITY

Prof. Daniele Venturi

Master's Degree in Data Science
&\ d v / Sapienza University of Rome
Z 2
- N

- N~ ~H CIS SAPIENZA
l =7 o




About Myself

* Full Professor at the Computer Science Department

e Research focus: Theoretical and applied
cryptography

* Personal homepage (contact info, research topics,
office hours, etc.):

https://dventuri83.github.io

* Web page for this course:

https://dventuri83.github.io/projects/2 dps/
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Course Description


https://dventuri83.github.io/projects/2_
https://dventuri83.github.io/

* Lectures both on Tuesday and Thursday

— Tuesday: Room A2, 15:00-17:00
— Thursday: Room A2, 12:00-15:00

* The lectures are offered exclusively in person
— No recodings will be available
— Active participation is highly recommended

* Course material: Slides and bibliograhic references
from the course homepage
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Course Description



* Oral exam on the topics covered in class
e Students presentations

— Choose a topic during the semester and get assigned
either a research paper or a small project

* Final grade: Oral exam (70%) and student
presentation (30%)

 Exams sessions (plenary): January, February, June,
July, and September
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Course Description



Syllabus

* Introduction to cryptography

— Symmetric and asymmetric cryptography, key exchange
protocols, post-quantum crypto

e Differential Privacy
— Privacy-preserving statistics on datasets

* Cryptocurrencies and distributed ledgers
— Bitcoin, Ethereum, altcoins

* Secure multiparty computation
— Secret sharing
— Distributed key generation
— Garbled circuits
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