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INTRODUCTION
-

Main fans : Modern zoyptography.
-

Modern : Fromaut to swence.

In the pest : Secret communication.

Today : Security in digital apps.
Science : Precise definitions of security
and proofs of security.
Best Thing : Grove cyptosystem X-

us secure /under No ASSUMPTIONS).

Nebestthing : As above but under

some assumptions.
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Assumptions : Harness of some well-studied
-

computational task .

C Attacker is efficient /not unlunited
computational power).
There arebard problems : PFNP
Think of some problem that we don't know
how to solve efficiently :

m = p - q p , 9 Peomes

FACTORING : Seven u IP1 = 1911 buts
-

find p , q ; 1 = 2018
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So : Provex( everytior) is "secure"

if problem Y Is HARD.

↳ If I efficient t breaking X,
then I efficient M breeking Y
What X ! Secure communication.

ABB
i

Ele Er
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Everypin Ciphertext M
-#The secret

Keg-
X = T = / Emc , Deal

Keshaftprinciple : Algorithms must be

public !

Secret key Encryption # = /Enc, Deal
Enc : Kx ll -> 2 ; Dec : Ex - Y

https://goodnotes.com/


K = Key spec ; M = Message space
C =Cuphertext space.

correctness : - KE Fr
,
F me il

-

Dec /K
,
Emc(k

,
m/) = M

Searly :??? Note that for sure
keK must be "Bor" end ser

Problem : Keys must be secret

and shared.
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Absence Bob
-

Eve↑ sa]
Pk

, ( secret
publes ful

IX -> length of Key
Public-key encryptor/PKE)

T = / kfen , Enc , Deal

Problem :
Public keys must beouther tra !
-
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treymy Bo
-

↑
--

Tog : Exa - T ?
Vorfg : stee---

Missage Authentication Code (MAC)
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MAls ! ,T Bes
-

↳
su ,port

REJECT

Suge : Sk xm + S ↑ Accept

Vify : PKxMx -> 20
,
11

I = / Kfen , Suga , Vegy) DIGITAL
SIGNATURE
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PERFECT SECRECY
-

Information-theoretic treatment of
ski . / unconditional seconty).
&F

.

/Sharon's) .

Let M be a duster
-

butver over M
,
and k be uniform

over K .
Then

,
C = Ena/K

,
M1 is also

& dusterbution .
) .

We sag It= /Enc ,Deal

us perfectly secret if; M
, t mail,

V ce2 : &Emc/k ,M)

Pe [M = m] = Pr[M= m /C= c J.
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-

Alic >lEnc->Their Bo
- - E -

I ↓= Enc(k , m)-
m = M

Eve KeK

E
->

↳ Kek unifor

G
,
M

Entration: A pre prob . Fleat M = un
us some as a posterior prob. that M = m

goven that C = Enc(k , M= m) =c
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Next time : Thus notion is achievable
-

at high price : Key as larg as message
and can be used once .

Enc(k
,
ml = kQ M = c

C =k = M = 40, 19
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