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INTRO

what this course is about ?

An intro to Modern Crypto.

Why modern ? Because the way crypto
is done today is different from the
past .
It exists for millerat . Secure command
cation

. ABCD . .
↓ ↓
E F...
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Before the '50s : Gypto was on ART.
Secre until not broten.
Famous exemple : TLS.

Modern crypto : Gypto us a science :

- Precise definitions !
- Proofs !
Turing Award : Silvio I CALI

shafe GOLDWASSER

Two flovers : Un CONDITIONAL Propfs
CONDITION AL PROOFS ,
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Unconditional : No concutions fassremptons
Possible

,
but inefficient.

Conditional : Assumptions ! Colle : PENP.
There exist· problems that seem to be

hard for efficient computations.

Example : FACTORING
.

& P , 9 PRIMES
M = p . q I

181= 191 m - bots

↓ = 102 1 Sic . PARAR.

Hard to compute p , o given u.
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Recipe for PROVABLE SECURITY . Prove
thus :

ThM . Gyptosystem X us "Secure"

of Factoring I s HARD .

Assume X Not secre : J efferent
machine to "Breaking" X . Them I

offerent machine ③ Solving FACTORING

-

A B M

-> - u = p -q
119L -

https://goodnotes.com/


Secure Communication
-

Alice me Bob ①-
↳m CONFIDENTIAL

Eve COMMUNICATION

②

Als M mm
Bob

- - MESSAGE

Eve INTEGRITY
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We will cover a approaches :
- symmetric crypto : Alib and Bob

share a leg Ker ; the key us

Random and unknown to Eve.

- Asymmetric crypro : Aluk and Bob

do not share a key ,
but theylave

each there own they post (pk, sk)

where pr public andsk secret,
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Unconditional Security

#testert with GOALQ un symmetr
coypto, ACIPHERTEXT

2 >
well

Alanatt BobS

kzk ↓ ↑ kek
velIEve

Symmetric en crypter SKE : T= /Enc, Deal

such that :
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- Enc : Mxh ->.C
- Dec : ext -> M

-
k is uniforms ever Ke

CORRECTNESD: Kek , v mell
&e /k

,
Ema(k

, ml) = M
Keschoff : Sewerty only start depend
or secrecy of the kay ,

not of algoestlums.
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Shawmom (1950) : Put forward e Defini
Tron called Perfect SECRECY ,

Def Let M be any dusterbutvor-

over it , and k be unform her h.

/Then observe that C = Enc(K
,
M) us

a distribution over C . /
We say /Enc

,
Decl = Th NS PERFECTLY

secret of FM , F meM ,
Acc 2 :

Pr[M =m] = Pr[M =m)( = c] .
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InTur Tran : Cophertext C raved smotley
or plaintext m , besooks what you
Knew already .

Shommer duo two things :
1) The definition is achievable.

2) It comes with Inherent kittiers
in practice.
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comma .

The following are equivalent :
-

(n) Perfect SECRECY ,

(ii) M and C or independent,

Juss f m ,
mi

,
vac 2 :

Pr[Enc(k , m) = c] = Pr[Enc(k ,m')=c)
K

K ↳ = um form der K.

Let's telle it for greated. Nor bers
is how to get perfect secrecy.
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The one-time Pac : K =M = 2= 4919m

Enc(k
,
ml = Km

k = 011

m
Dec(k , l = Cok = Moklok

= M v
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THM OtP NS PERFECTLY SECRET -

-

Proof. We use of . Will ur

Theebore lemme
.

Well
, for any m ,

m

Ec and cel :

PeTEnc(k
,
m) =c ]

k

= Pr[km = c]
- M

= Pe[k = mol] = 2
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For the sone organeut :
-

M

Pr[Emc(k ,
m') = c] = c .

There seem to be limitations :

- key es long as msg.
I

- Key can only be used once.

In feet , assure we carypt me ,
Mr

with K
.

Them :

G = k # Mr ; Cz = kMz
2
,0 = m

, o M ,
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If I know single poor /M, 2)
con compute Ma
TM & Shammer) .

Let it be and Portia
The Secret SKE

,
them

Ik1Ic) .

Proof . Telle M To be uniform over

M
.

Telle any c s
.

t
.

PrTC =c]so .

C = Ema /K
,
M/
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Consider Ml = E Dec(k ,C) :Kel
Assume Ik1 < Ic by cortroddeter.
Them :

I = (k) Ich

= I'l < It

⑭ => 3mc()
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Now :

Pr [ M = m j =Yel
On the other hand :

Pr [M = m / C = c 3 =0
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