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What The course is about .

We'll cover the basis of cyptography ,
with a fors or PROVABLE SECURITY -

The modern approach to crypto ; the field
has changed deammatically sinc 1950 .

& 1950 : Jed & error

& 1950 : Swank .

Provable security : We shouldhave powse ofurtuens of what secure
means. Then also a security proof I under maybe some assumptions] .

More in details
,
we will air for secure communication .
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+ -B/NTEGRITY.m' =M
Eve

Unconditional Securi TY
-

Treatment due to CLADE SHANNON .

machtAla-DeafaBeb-

↑
-

KEKr * ket
# = ↑Enc

, Dea]

Assumption : Kefr is uniformly Random .

↓ Unknown ToEvel
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Ema : Kxi> Z

Dea : Kx 2 -> M

Correctness : F Kee
,
I mech

Bec(k, Enc(x , m)) = m
DEF PERFECT SECRECy]

.

Let M be any ohsterbe
=-

tion on M
,
and K the uniform dust , orKe

Then
,
C = Enc/K

,
M) us a des Ferber from

We say that T
= /Enc

,
Dec] us Perfectly secret

if M
,
F mem

,
ya Y

Pe[M =m] = PrIM = m JC =aJ
.
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Next : We'll show thatPerfect scricy as possible,
but at a high perc .

TAM The following over equivalent :-

(i) Perfect secrury ·

unl M
,
C el independent /I/M , < ) = 0 ]

live f m
,
m'zelf , 2 T

Pr[Enc/k
,
m) =c] = Pe [Enc(K

,
m'l =<]

Let's first apply the theorem .

·TP 4014
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Enc(k
,
m) = k m

Dec (k
,
c) = K# C

= K#/kom) = m -

Cor One-time pool IS Perfectly Secret .-

Proof . For any
mec

,
a c 2

Pe [Ena ! k
,
m) =c] =

Pr[kom = c] = Pr[k = arm]

Fix me ch :
=

2

-1

PelEna/k
,
m'l =c] = 2-1
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TheLime To Trons :

1 length ofK som as longth of m .

2) The Rey can only be used owae.

6) For OTP : C = K # Mr

2 = k# Mr

C # = M, Me

· Kok = o
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Proof (of THR] .

5u = (ii)

Pr[M =m] = Pr[M = mIS =a]

=e[M=M1
=> Pr[M = m 1 C=c] = PrIM = mJ · Pe[C=c]

= Nini)

Pr[Ena(k
,
m) =a] =

Pr[Ens(K
,
Mi = c /M =m] =
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Pr[C =c /M = m] =

Pe[C = a] .

By the some steps :

Pr[Enc(k ,
m') =c] = Pr[C = c)

/iii) = []
.

We will best show PelC= c /M =m] = Pr[C= c]

PeTC=c] = [ Pr[C = cs M =mi]
m

=> I Pr[ =< (M = m'] . Pe [M= mis

=>[Pr
[Enc(k , M = ID =m] .Pe
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= Pe[Enc(k
,
m') =J . PeIH=miT

= Pr[Ena(k
,
m) = a J . Pe [M=m]

= PelEnc/k ,
ml =c] . [PeIM=m']

mi

-
= 1

=> Pr[Enc(k
,
M) = c I M =m]

= Pr[C = a /M =m]

So, Pr[C= a) : Pe[C=c (M = m]
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By Boyes :
Pe[ M = m /C = c] · PRICes] =

↑e[M = mrC =c] =

Pr[C = c (M =m] · Pe[M = m]

=> PrIM = m] = Pr[M = mIC = c].eTh =]
-Pr[C = <(M =m]
-

=P=a]x

https://goodnotes.com/

