
TIM. Equivalent notions of Perfect
SECRECY'

vi) The ebour definition.
(ii) Mard Core independent,

rivel Fm
,
n'ei, ceC

Pr[Enc(k
,
m) =c] = Pr[Enc(k

,
mil-]

Proof . (il = (ii)

Pr[M =m] = Pe[M = m /C =
c]

= Pe[ M = m 1 C = c]
-

R[C = c]
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=> PeIM = m +C = c 7 = PrTM = mJ .

Pr[C = c]
.

(iles) Fux M
,
mec

,
ceC :

Pe[Enc/k
,
ma]

=

mic i

-m
Pr[Enc(k

, M) = c /M = m]

=
PT C = c /M=my -

= Pr [C = c]
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(ii) = (i)
.
Telle eay cel

Pr[C = =]= Pr[C= a rM = m]

= [ Pr[C = c /M =m'] . Pr[M =m']
mi

= PrEnc(k , M) = c) M =mi3
. Pr[M=m]

=[Pr[Enc/k ,
m = c] . Pr[M = m']

= [Pe[Ena(k , m) = c J . PRIM = m's

mi
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=
Pr [Enc(k

,
m) = c J. 1

= Pr [Enc(k , M) = c (M = m]

= Pr[C = c (M = m]

=> Pe[C ==] = Pe[C = /M = mJ

Apply Bayes :

Pr[M = m /C = c
J . Pe[C = c] = PeIM = m

r(=c]

=> Pr[M =m] : Pr[M =m /C = c
J

. PrEc]

CTr= /M = m]
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PrTM =m J = Pr [C = a 1 M =m]

Tr[C =clM= m7

=> Pr[M =m] = Pe[M =m /C = cJ

Application : One-time pool is Perfectly
Secure.

M = k = 2 = 40, 144

Ena (k , m) = C = KOM

Dec (k,) = CK = Kompk = m
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CoR T = /Enc ,
Deal above as perfectly

--

Secret

Proof . Fix ery ,
ce :

Pr[Enc(k
,
m) = c] =

= P[k + m = c]
-
M

=
Pr[k = com] = 2

= Pr[k = co m']

= Pe[Ena (k ,
m') =c ]
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Drawbacks : - One-time notror /only onec)
- (k) = 1 d)

Two-Time : C = K M,

G = kOm

C
,
02 = m,M

TEM .

Inany Perfectly secret ske

I= /Enc , Deal ,
we have IK1 = (v) .

Proof . Take M to be uniform over ll.
Telle any

cat s . t . Pr[C = c] To.
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Convoter : - ALL WAYS
TO DECRYPTC

M = < Dac(k , 2) : keV ?

Assume 11 < (d)
.

We will show
Perfect secrecy does not hold.
Observe : IM' = Ih1 < I

There exists me /M
But now :⑳ Pr [M = m /C = c] = 0

Pe[M = m] = /I
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PERFECT (STATISTICAL) Authentication
-

Def We say Tag has E-statistical

security off m
,
m'c M , z , c'eT

M =m')

Pr[Tog (k , m) = e'l Tag (k,m) =e]
[E .

(e . y .

e = 2-89

Note : Not possible to geta = 0.
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Construction based on any PAIRWISE

Independent HASH Function ,

Def 1 = 5 hk : M->T4 us

pairwise independent of f m , m'Elf
then (hr/m)

, lkm'll
m =m

is uniform over I" over chance of
kekv

Next time : -Tag/Kmhnaseme
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- ha,b feel = au + b modp

Able Ip is pairwise

INDEP .
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