
Proof(Cerra) .

Need to show :

Mil =Srin) = (nin) =) (N) ,

(1) =) (i)

Pr[M =m] = Pr[M =m)C = c]

-[M = ms(c]
Pe C = a

=> Pr[M =m r C=c] = Pe5l=m] · PrICc]

=> I/Mic) =or
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(ii) (iv) Fux m from M and

a from 2 :

Pr[Enc(k ,
m) =c] =

Pe[Enc (k , M) =c 1 M = m] =
-

C

Pr[C= c /M = m]

= Pr[C =,]
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Replacing M with m" :

Pr[Enc(k
,
m'l =c] = Pr[C =c)

L

(IN) = (N) . Telle ery a from C :

Pe[C=c] = Pe [C =c (M = m]

I down this !↑ by sil
If clawm true

,
then :

Pr [M = m /C = c J . Pe[C = 23 =
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I Pe[ M = m s C = c] =

Pr[C =c /M = m 3 . Pe[M = mJ .

=> Pr[M =m 3 =
Pr[M= m /C:c].PecT

#C= c)H =m]

~
It remeres to

prove The claim
.

PetC = c] = ↳ Pr[C = c +M = m']
mi
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=
[Pe[C= c /M =m'] · Pr [M =un'
m

=E Pr[Enc(K , M) =c /M =m'] . Pr[M=mi)
m

& Pr[Enc(k ,
mil =c] . PrIM = m']

=

mi

=E Pr[Enc(k , m) =c] . Pr[M =mil
m

= PeTErc1k ,
m) =c] . n Pr[M =m]

-
=
1
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= Pr[Enc(k
,
m) = c ]

= Pe[Enc/k , Ml = c 1
.
M =my
-

C

= PrPC= = (M = m] #
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Message Authentication CoDEs
-

Also called MACs .

Alegim Bob

Pk ↳T
↓m , z If YES
Bobgld Accept

- Else
REJECT .
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correctness : By definition of Tag
a Deterministic .

Unforceability : Should be hard to

forge vold Tag z'or msg m !

Not only that ! Hord to produce of
ever given a VALID pour (m , e) as

larg es mi m.

Def(statistical Secure MA2) . We

say It = Tog has -statistical

https://goodnotes.com/


security /unforgeability) of t m ,mail
with m = m

,
f e

,
2'c E :

Pe[Tog (k ,m'l =2 / Tag(k ,ml =e]
K

(t = 1)
E

.

HerE is · parameter , 1. g. E= 2-80.

Exercise
. Imposable to get E = 0.

Because a random e [ has
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probability = 1/ to be corre of.
it

Nots that the def us one-time !

We will show :
- The notion us Achievable

- It' unufficient . In fact :

Eth Any t-Time 2--stat . secure

Tag has a lley of sure set1) . 1-

We now show that any farly of
Hash function with a particular
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property satisfie the defintion.

DefSpairwiss INDEPENDENCE) - A
-

family H = 1 hr : M + 2 Ikek
us Pairwise Dep

. If : f m , micile
st. m + m'ther :

(h(k ,
m)

,
h(k ,

m'))
us uniform over 2=2x2 for
K uniform im h
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