
Shannon : Every PERFECTLY SECRET SKE must

have the above WinToms

THM For
any she with perfect starecyi

-

IK1 : IMl
↑

Proof : Let it be any ske .

For the uniform duster-
butren over M

.

Talk
any
ce2 st . Pe[C=c] > 0

.

Consider : M = < Dac/k
,
a 7 : ke 3

Assume that IFI < 11 .

Sing 1 - 11 fel
=>Ia1 IMl
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There is mahi !

⑭ Now look :

Icel
Pr [M =m] =1

In the other hand :

*Pr [M = m /C = a)=

Tall away : We shall do something Different .
Our goo : Als & Bob shar 1 By of bugth
suspendent of length of mag.
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Exercise Consider en alternative def - of PERFECT
-

SECRECY .

No define a so-called Gara /experiment) .
ADVERSARYS mc(k, mp)

Y C H.ALLONGER
- ->
-

k K

b 30
,
17
-

Game /b
,
m
.,m) , b a 40, 11

Mo
,
m
,
c Mo.

We
say thatIt as PERFECTLY SICRE T

~ A , mo
, me t M :

1 Pr[b' = 1 : GAMEE/ 8 ,
Mo

,
m
+
] ] +
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- Pr[b' = 1 : GAMEA11 , mo , m e <]/
=

Alternator : GAMEA (0, mo , mi)
-

=

Games 11 , mo ,
mr]

Thus isaquivelet to PS .
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MessageAuthentication Cores

Sometimes MACs
.

T1
In The

CLEAR !
I

Ale- I

* Bob
- I -

Ikek Kak
I
- - I --
im+ = 2

Tay : kx M + T
!

↳ Deterministic
↓

Seavery :! 1 ?
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Soch of Eve : Produc some i'
,
21
,

without Knowing K
,
s

.

t
.
z' : Tag/k ,

M'7

What about : Eve knows a velvol port (m ,
2/

-

/N ... Tag /K , m) = 2 7
.

It should be bor to

forge I'valid for m = m -

Def Let Tag be a MAC over E
,
1, 2. We say

it is
-

E- STATISTICALLY Searc if f M ,
m'EM

,
Fe

,
2'e T

CONE-TIME] m =m

Pr[ c = Tag (k ,m'l c = Trg( , mi] = -

Veluss of 2 :
2 - 80
, 2

-
128

.
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-
Lesso. E-security is impossible for 3 = c

.

-

Exercise
.

One-time Pad us insecuri
-

Teg(k , m/ = 2 = Mok-

Extra so Consues a game as before :
-

A men 2
-
2 =Tag (k ,m) k = K-
I s Win :

ru> m = m

-A :
(i) Tag /k ,m'7 = z

PeTwin] = 2
-
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We'll construct MACs usery some Mond of HASH

FUNCTIONS
.

Dif A formly H = <ha : M + T Exek ·

16 es
-

PAIRWISE INDEPENDENT if F m
,
m' Then

m =m

Th(k
,
m]

,
h(k

,

mil)
K uniform over K

us uniform over
2"
= 2x2-

This suggests to do :

Teg (k , m) = h(k ,
m)

= hk(m)
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