
- ha,b feel = au + b modp

Able Ip is pairwise

INDEP .

Exercise Prove or disprove : The

one-tune pool is a statistical secure
MAC. Thus nears :

Tag (k , m) = kom = z

Attack: = 20 m" ; i' = mom"
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e = (kom/m" = k/mom"
= km

The pour m' , 2" is VALID.

Exercise show there easts Tag-

that is stat. secure but not perfect

SECRET-

In Let to be pairwise independent,

Then Tog (K, my = hk (m) us

https://goodnotes.com/


E-stat
. secure for E = 1/2

Proof . On the one hard : Vm
,
+e

Pr[ Tog (k , m) = z] = Pr[h(k
,
ml = z]

K
= 1/121

On the other hand , M ,
m ' , f c, e

m +u

pr[Teg(k , m) = er Tag (k ,mi) = 21]
= 1/1212
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=> Pr[h(k
,
mil = c (h(k

,
ml = z]

= Yetfe-Ye
Construction : Let p

be a prome . Defere :
2 =ha

,
b (x) =arrb modp

- 10, 1, ..., p- 19

x , c[p (a, b) = [pxEp

https://goodnotes.com/


Lerra The above 11 as powrwise undep
.-

So
,
we get e = //p-stat . secure MAC

Proof .

Fux m
, m'Elp and e

,
C'e Ap

m +m

Pe [habmi= ha,m=

=Pe[(m)=mol
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=Pe[() =%  (moop)
= Pe[(5) = (a)] = ep-
o, b

C
,
d are fixed

factor of m , wel
2

,
el

We love a 2- - stat
. Secure Ma

by choosing any -but pries p.
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&back : The leg is twoe as long es

The message . Unfortunately :

TM Any -Time 2"-stat . secure
MAC has keys of sure (ttl)-1.
We'd love to do much better : Alex and

Bob share a key of length 1 undependent
of t
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domnessrecoe Crypto .

Fot ore,

we need random keys.
But also

,
we'll see that ever the algoathurs

need to be randomized.
Randomness comes from nature . Randomness
un metwr is IMPERFECT ,

while it can
be "purified" it's very expensive
Randomness extraction : How to extract
Un ForM condomness from or imperfect RANDOM

Sourc .
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Example : The goo is to design sore function
Ext that tells some X / not Uniform /
and outputs something Uniform.

Suppose you
have a brased can : Pr[B =-]

= PC1/2 .

How to extract unform Randomness
- Sample br

,
ba EB

- If be = be

sample again
Else

Output 1 If be = 0
,
be = 1

Output o u be = 1
,
be =
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Pr[ExT outputso] = Pr [Ext outputs , 7

= pr - py
Pr [No output often k trels] as small.
In general , con we design a "good"ext
for any X ? No . Because Ext is determ
music andX could be completely predictable.
= X needs to be unpredictable.

Def (Min-entropy) . The non-entropy of X
us Ho (x) = - by max Pe[X = .
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Intrition : The best probability to product
X by unbounded ADV .

UExample : Let X = m /uniform over 101

Hoo (Vn) = M

Let X = o"/ constant /

Um
Ho(X) = e b

P-pini
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For real-world Phenomena ,
we can get get

lower bound Hoo(X) K
.

/K <)

Goal : Dewgn Ext that extracts from
any X S

.

t.ooX1?K.

TEM .

Thus is impossible even of k = n - s

and Ext : 10
, 14- 10, 1)

Proof . Intention : For every ext : 50,11)
there exists some X s .

t
. Hoo(X) =M-

but Ext fouls an such X.

let be hoses be the value that moxinuses
l Ext + (b)) .
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&X① xo11-
X

X -~ =
(Ex + -(b)(yzn

-1

Let X be unform
der Ext" (b)

· Now :
-- X 1 Hoo (x) =n -

Ext(x) =b
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We need to change the model :
1) Asseme volependent X , 12 s .

t.

Hoo(X1)
,
Hoo (x2) < K

.

2) Assume the extractor is seeded :

Ext (S
,
X)

Seh1gd ; Xe 40
,
1/

The
seedis uniform

,
but PUBLI C
=
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Def
.

Ext : 1911 x 10 , 12" -> 10
,
es

is a /K
, E)-seeded extractor if

↓ X 5911" s .
t. Hoo = K

(S , Ext(s , x))&S ,
Ue)

whereVeis uniform
, Seud as uniform

-
-

us : E-closeTo Uniform

SD(X ; Y) = EEPrix =27
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- Pr[y = 23/
E

Equivalent : An Unbounded ADV can't

distinguish a sample zX from z Y

u
. p. better than E.
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