
TM Any family It of pources
undep . hash functions directly gives a

E = 1/41-stet .
serve MAC .

Proof .

Fix
any me , zet :

Pr[Teg(k ,
m) = e J =

Pe[h(k ,
m) =2) =(e)

K

by ParWise In Dop -
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Similarly, for any m
,
m's

.

r
.
M FM

2
,

e' :

Pe[Teg(k , m/ = z1 Tag /k ,
mil = 21]

K

=
Pr [h(k, m) =esh(k

,
m') =21]

K

= Yei .

By Beyes' :
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Pe[Tag ( k , mi l = 21l Tog (k ,ml = z]

-Thinkina b

== Hel #
121
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Now
,
we unstantiate it. Here is e

construction : Let p be a perme.

ha
,
b (m) = amob mod p

k = 12
, be [p=K

↳
p
= M = C

Lemma The above It is Parwish raip-
-

Proof .

For all m ,m't4p , 2 ,- Ip
I

m =M

https://goodnotes.com/


Pr I ha
,
b ~mi =l n ha

,
bim'=e)

2 a .m + b = z
ra

,
ble Ip ↑ E a .mi r b = 21

Pr [( ! ((2) =(2))
&, b) Ip

Pre [13) = ( )"(i)]
(a,b)[p C

det 1 .)0sneverrubb
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= Ye = Kapl = I 2
121

Exercise : Show that the above scheme
would not be 2-time stat . secure
Excuse : Construct a 3-ruse indep
hash family .
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RANDOMNOSS Extraction.
-

Alice and Bob need a Random Reg .

How as they generate it ?
As we will see later , randomness will

be crucial for secure cypto.
Thereere two components in Any roudom
Mess generator / Fortune , /der/rand) :
- Randomness extraction : By me guruf
physical quantities we can get or

https://goodnotes.com/


UN PREDICTABLE sequence of buts
↳ Not necessary uniform↑ Expensive to generate

i]
From Thus

,
extract Random Y

which is short 256 buts (
Il

- Expendot to af ernaut/polynorwell
using a pseudorandom generator
/PRAS - requires computational

essumptions !
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We want understand : low to extra of

for unpredictable some X

Example: Ven Neuman Extractor . Assure
Be10, 14 s .

t
.

Pr[B = o] = paN2.

- Sample b, B , be < B

- If be = be

Resample
- Else output 1 off be =0 , by = 12

S/ & 1 b, = 1
, be = 0

https://goodnotes.com/


Assuming it outputs something ,

this

will be 3 .

W

Pr[Outprt o] = PrCastput , ]
= p - re -p

Pe [No output of Pre i tries]
M

= p - 2p( -p) I
becomes small for large

enough n.

https://goodnotes.com/


We went5o generize this question.
Dream : Design Ext Telling Rv X

aud aufputting (UNI Fri Eef(x) .

Imposable ! DETERMINI STIC -

The source must be Unpredictable !

Der (Min-entropy) the min-entropy
of X us Ho (x) = -lg>mer Pe=]

X

Example : Let Xe Un Uniform over
20, 12. Hop (x) = M

.

https://goodnotes.com/


let x be constant : A

PeIX =n]

Lis
1. ....)

2

Hoo(x) = 0

Next best thing : Dusogn Ext that
extrats uniform Y = ext(X) for
every X s .

t
. Ho (1) 2 K
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Also IMPOSSIBLE : Even if
Ext(x) = be 40, 1)
k = m - 1

* 43,
174

Are is why : Ex any Est : 1917h
-> 2013 and let be 50 , 13 be

the output moring
/Ex+

+ IbI)
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M

40, 14
- lext-1b> /X

--
-

&

= 2n
- 1①X

-
X
- I

= eYe

The bed X : Define X to be

Uniform over Ext" (b)
. Since

itis unform : Hoo(x) In-

But Ext(X) = b so not uniform.
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Solution : Scop the quantifiers.
Def /stered extractor) .

A fencio-

Ext : 40 , 11
% x 4011"- 10

, 11
l

us a /K . El --extractor of
for all X st. Hook)IK :

/S ,
Ext(S

,X))Eg/S , Vel
for Seve (unform over 10, 12

% ).

(Note that (S , Us) = Verd . (
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What does it mean ! There us

a Standard way to measur dustore

between distribution :

ZisZ]

SD(Ziz') E

SD/Ziz) = Petz =z]

-Pr[z=z]/
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Thus us eque relent : ↓ UNBOUNDED

Apr. Ai

↑ Pr[A(eizE]
- Pr[Alzien : zz]]

E

ThM (Leftover Hash Lerma) . Let
-

1 = 4 ha : 40, 112-> 40
, 1994 se 10

,19
%
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be a pairwise IDSp . family .

Ther,
Ext (s

,
x) = his, x)vma(, ) -

extractor for K = l + zlog(1/2) =2.
Erra .

Let y be a or over y ,
such

that :

Col(41 = [Pr[Y=g3"
Yey

Fer
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Them
, SD/Y ; U) = E .
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