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p[(, (1) = (2)]
=

6 The universe Exists

as M + mi

= Yp2 Tex

A
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TM Every PAIRWISE INDEPENDENT Ab

defines an -stat . secure MAL with

2 = Yel

7 = 1bx : m -> -Y

Proof . By Bayes , F m
,
m1

,

2
,
2

mm

Pr[z' = hy(mY(c = hu(m)] =
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z! hum1hk
1

L

1Fie = Tel
#

Beal news :

TAM Amy -- time 2
-

secure
-

MAC has a key of sure (H) - 4
.
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RANDOMNESS Extraction
-

&

How do Alva & Bob get random buts ?
Ginwel to CRYPTO :

- keys must be uniform .

- Randomness also later moded for
securityTi r e. <PA Security) .

You can think about thes as a -step
process :

1] Randomness extraction : Starting
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from imperfect somey of cardomness , gene11 Ilrate puro RANDOMNESS
.

2) Expend what you extracted as needed

deterministically .

(Pseudorandomness]
.

3) Plus some way to refresh The RANDOMNES)

that you can again expand .

Here is the question : We have a source X

and we would lik to design dat . function
Ext s

.

t
.

Ext(X) us VN/FORM
.
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Tur possible in general /r . j. X
= constant)

.

X should be unpredictable to some

extent.

& /min-entropy) The min-entropy ofX

Ho(X) = - by max Pr[X = n]

Instruction : The more the riv-entropy the

better
.

For example :
ht X =o ; Hoo(X) = 0
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k+ X = Vm(X (194]

Hoort) = M

Typically : Our knows Hoo/X 7 < K

fot some KIMand We'd Will to

e treat as much randomness as possible .

THM There usNo such Ext : 19
,
11
*

+40
,
11

-

even if k = M - 1 -

Proof .
Tell our Ext : 10. 12"

-> 10
,
11

.
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let be 30 , 11 s
.
t

.

b maximizes

lext" (b) /

&X&-X 8/1⑧X-
-

=>I Ext"rb)12 an
+

Let Xan be uniform aver Ext" (b)
.
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How/X Bad) zn-1 but

whatis ExtXBar] = b Constant !

T

Talk-ewy : No Ext can Russ all non-

entropy sources . Approaches :
- Assume multiple independent sorres -

- -

2 SOURCE EXTRACTORS ,

- Use Crypto tools (e . g .

HASH
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Functions) . But requires strong
assumptions on These functions .

- SEEDED EXTRACTION
.

We cover this
.

Idea : Fordly of exteriors
o M I

Ext :19,14 + 1911 -> 4911
- -

L

SEED SOURCE OUTPUT

The seee NS going
to be RANDOM

.

Why not cheating E
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~ Sand as st catalyst ; outpost
can be longer .

The Adv

↑ knows it !
- Seed is going

to be PUBLIC

and RE USABLE -

Def Ext : <0, 17 x 101"- > 30
,
13
I

SEEDED

is a KK , 27-Vextractor if FX
5t Ho /X) * We have :
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1) Ext(s , X()VE Varel
where S = Vol⑮
↓ UNBOUNDED A con distinguish
/S
,
Ext(s

,
x)) from Var

v
. p. E .
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* <YE)SD(xiy] = E

SD(X ; Y) = 1 ElPe[X =2] +

27
- Pr[y==))

#M/LIFTOVER HASH CIMNA] Let

7) = & ha : 2019- 2019 Esse
,
11
%

be PAIRWIss Independent .
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Theat Ext/s
,

m) = Agra) us

· K ,
EX-seeded extractor for

k = 1 + /2)- 2
MIN-ENTROPY

GAP

The proof will use the following
hamme :
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LEMMA let y be a ver over y
-

Assume :

61(4) = 2 Pr[Y =y]
<

Yay
UNIFORM < 1(1 +452)
over Y 1y)&

=> SD/Y ; V1 = E
.

https://goodnotes.com/


Proof (THM) .
Set Y = / S

,
h/s

,
x)

69(y7 = Pr[Y = Y /J

= Pr[S =
S' 1h(S

,
x) = h1S !x

= PrTS = S' 1 h(S
,x) = &(S , x/]

= Pe[S= S'] . PrIhrSX) =/S
,
Xyl

-

C1/9]
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= c-d(Pe[X = X1] . 1 +

c
S + PuTh/s , x) = h(s,x]

Ho(X) > K 1x=x])
= 2

-(2 - k
+ Pr[h(S,x) =h(SX

1x * X']]

= 2
=

(2
k
+ 2

-2)
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=he (etz
l- k = 2- 2log(1/2)

An /22-cloge(2) val
|

= ((y1(1 + 152)

=> SD/Y ; V]
= E

#
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