
Them
, SDIY ; u) = E .

Proof. By definition :

SD(yiU) = 1ZPe =y)
= 12/PeTY= y) - Yy1I

yel
Let

Py
= Pe[y = y) - TYy)
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and sy = 31v jy >0

- 1 else

Hence, ( = (9y/yey;5 =py(yi
SD/Y ; U)

= 1 I gy o

=,

.
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I by Candy-Schwerr)
= Fig!

yey

Now
,

wmayHe
= /Pety=]rTy ,

2
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-
2 P2Y=

=
z PelY=yj2 +y /
ye~

Col(Y)
- /y)

= Gl(4) - Yy)
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I (15422) -1
ly) MI

= he1y)
The:

SD(Y ; U)-
= E #
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Next
,
we apply thehemme to

Prove The Therem :

Proofof tre) . We will let

y = /S , Ext (S, X))
= (S , h(S , x))

and Compete Col(Y) :
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Col(y) = 2 PrTY = yga
Yeuf

= Pe[Y = Y 1J

= Pr[S = Si nh(S, x) = h(s)
,
x]

=
PrTSes's his

,
x) =h(s

, xI]
= PrtS = S'] · Pe[h(S

,
x)=h(S,x')]

= 2-%. Pr[h(S,
x) = h(S , x)]
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= 2
% (PrTX = x'] &

+ Pr[h/Sxh(s,x')x]
= c - (2k + z -1)
= Te (l-k + 1 2

E Fe (2-clogies un]
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= (4 . 3 +1)
#
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Computational Security
-

Summery :
We know that without

Aut essemption we can do symmeters
crypt and randomness generation
with some strong lu te Trans.

- Privacy : Imsg) = /key
and one-tune only

- Integrity : Some as above -
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- Randoness : We can't extraf

more than k from mir-entro

py K.

Next
,
we went to dreccome off these

line To Trans
·

We'll do so ofThe

price of assumptions :

1) Adversary us COMP . BOUNDED

2) There exists hard problems.
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We will malle condtreed statements :

Tol If problem XuS HARD

(against efficient solvers) , Ther

Gyprosystem It us secure
jagainst eff cent adversaries) .

Consequence : If it not secure , I
effcient solver for X !

Depending on what X us
,
The
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above could be Ground BREAKING.

Examples :

- X = "PENp"
- X = "Factoring is HARD"

- X = "Discrete Lot is hand"

----

We are not able to suct assume PEND.
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We will need "stronger" assumption :

ONE-WAY Functions : These ore

factions f that areEasy To compute
but Hard to unvert :

ouf
f : Easy

--O -
O

A : HARD-

Clearly, our - PEND . Why ?
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Because if PENP , of do

not exist es deckung of fin
= Y is efficient and thus it's
un NP= P.

We cannot exclude that PENP , but

still auf da not exust
To batter understand thes

,
we can refer

to the following worlds considered

by Russel impalLiazzo :

https://goodnotes.com/


- AlgoritMicA , P =NP

- Heuristica
,
PEND but no

"average-hard przoles"
- PessiLand

,
PEND but no af.

---------

- MINICRYPT
,
OWFs exist .

- Cryptomania , outs + "pubulia
Veg Crypto".
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freet , we must start by fixing a
model of computation : Turning machines .

Efficient computation & Poly-Tune TMs-
Let's de generous : Adversawes Con ente

eny ansort -polynomial ) of CANDOM=
Ness : PPT +M =f Probabilisiva

Polynomial-None JM) .

In what comes next
,
are could follow

two approaches :
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1) CONCRETE SECURITY : Security
-

holds ~ . e .

t. E - ture TMs except
w

. p .
=Efor concrete parameters

It = 22 steps ,
e = 2-80).

2) Asymptotic security : Let ten
-

be a security parameter . Adversowes

one polyif) - Time PPT TMs .

What about c =??
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E = negligible =negf(x)
Def INECLIGIBLE) E : IN-SIR NS
-

NELIGIBLE if pol = polyr + /
= IEI s .

t
.
Y -o we have

Erx) = (p(x)
( In other words

,
Er = Of ixs)

v pol = polyry1 !/
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