
It rmovns to peove the Emma
.

Proof 1 Linea)
.

We know that

61/4]1 . Teras")

171

SD(y ; Vl = 2 (PrTy= y) - 1)
yay 191

let us all py
= PeEY = y] -1/1y1

Sy = (
+ 1

, if eyb
- 1 ·therwise

SDIY ;
V) = 1 By By of

↑ = Pyjyoyi5 = 1 Sylyoy
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Let's forms on Egy :

yeuf

ig = zZyPeTy= g7 - Hy]
<

=Zy /PrTy =g) Fyn - 2Pet
= Cl(y) + Fy) - Fl
=-Y
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=> SD/ ;V
=

E #

SECURITY↳emputaTo NAL

As we have seen
,
until now there borwees

Todeploy peorably secur and Efficient crypto .

We need to change sust.
.

We well further esseme :

Il

(i) The Adv ison efficient "machine .

(ii) Ther are problems that seem "Lord"
↓
. e . no "efficient

"

machine can solve them !
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Let's expand on thoseessumptions .

Si] Adv = Turing Machina. Not only that ,
but

Il Ilalso an effecientsue. In particle limesteal

rumming time : POLYNOMIAL TIME !

We measure # of steps as a functive of imput
bugth : 0/m') for some ceIN -

Additionally : Adv can generate orbitrary
~ polynomial) amount of RANDOMNESS

.

PPT/ Probabilisies
=> Adv

TM I polynomial (Time
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[ii] Ikelly ,
P = NP .

P= All problems solvable by PT

TMs .

NP = All >
.

5
. a solutionproblems

con be verified by a PT TM
-

~ R . g .

FACTORING : M = p-gI 3Sel : G
,
%a 3-slung of G

I
Why this would be cool ? Soy we

sow prove :
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Il 11

#M If PENP , then it is "scarno"

Onlya opirons : 11 It is SECURE

2) P = NP .

Bad news : Nobody knows how. to do This

What we know
,
2

. g .

# If Factoring is hard
,
Ther It secure

Still cook ? Well
, of it not serve then

Factoring not hard =
7 PET TH

solving Factoring .
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The mother of all These assumptions :

*NE-WAY FUNCTIONS

To WF]

owf are the mis und Assumption to

·o interesting crypto Jas we'l see] .

determinus i C

Def Affirmation ↑ I -> Y us

om-wey ifa PPT A :

PeT GAMEONE (1 =1
J "os

space

Il

A ,4
Pr[WinJ neger)
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Gamerf (1)
-

A
, ! -

A Y

- nt A

-> y= fin)
Our por 1

↑win)
A : 1001" -> 40 , 11t fix = y

How to define small ?? Asympetocs ↑

I

A function &11 is negligible in 1
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if Er = 0 /1/m)] for every
polynomial prt) = poly (1) .

Examples : 2 = mughet) .

whywa : night) + nigh (1) = Meyler).
polyll · magh M1 =mysel .

Examples of elfs : Factoring
,
DISCRE
TE

Lots
,
LATTICNS

,
decoding RANDOM

CODES
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To conclude : There aresufferent compute troud
worlds

MINICR1/T

-II Ske
HAs

-

↳
X
-CRYPTOMANIAg

I
PRE KEY

EXCHANGE (NIS) ↓
-
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