
-xamplesof hard problems :

ONE-WAY FUNCTIONS
FACTORING -

-

m = p . q DiscreteLos

P , 9 primes (random y = ga mod p

of sure I but pus -but prime
(PUBLIC)

POST-QUANTUM PROBLEMS 8 t public modp
.-

↳ a = 10 , 1, ..., p-13
RANDOM
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Def /OWF) . A deterministic function
-

A : 10, 11- > Egest is a one-way
function if: ppt A ,

I negl
function Er s .

t.

Pe[Arse's = y : x 1011 , Y = fra
in =A(y)]cer)

We also essume firs is poly-tune
computable . )
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40 , 11
1

T

EASY

⑧
40131

-g =fras
G

sil-O....
HARD

Factorisa : c= (p, 9/ and y = m = p . q,

KIMcowf()A- Cowf f
-

at 40,+
al y = f(x)
-> output 1 off y= fix)
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Equivalent Def : A us a our if
- PPT A :

Pr[Garot =1] negcil
& : Is the existence of outs the some

as PENP ? We don't know.

auf (P = NP) .

But we don't know /PENP)=) OWF
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Theory versus Practice.

Symmetric Crypto :
- Theory : OWFs or FACTORING , DL...

-
Practice : Advanced Encryptor
Standard (AES).

Asymmetriccypto :

- Theory = Practice Marg
concrete problems /Factoring, D2, )
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Peudorandomness
In the informatior-Theoretic setting
we can't do better then extracting
IK RANDOM Bits from a source X with

man-entropy ? K.
Pseudorandomness : Weakn security un order
to produce unlimited randomness-

Def (PRA)
.

A function G : 10, 11"-

inter us a PRU with stretch

erl of : v PPT A
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Pr[GareP8r) = 15 = + mag()
G
,
A

/G is determine ; effe cently computeble)
erlz1 .

).

GamePeg /
- GA-

A Z epreg
- Seh91h" ; behalf
->
b

z =/
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Ourour 1

IFF b = b.

Exercise : No Per can be secure egainst
UNBOUNDED ADVIRSARIES.

In the real world : E .
g
.dev, rand in

crux they extract s from non-entropy
source X and then use a concrete G.
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Game Preg (x
,
b)

G
,A--

b = 0

Warspeg ! Gary Peerb)(1
,
%)

- G
,
t -

A Z C A & e
r S -

be 40,11 St40, 11
+

S b
-> ->

E = Grs) 181
zt 491)

l + 1
DEF(PRG) G : 40, 14 - 20, 11 NS
-

a pre if : Gamepreri ,0 fur Game Per ,1)G,A

C
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=> It means : - PPT A

(RT GAMEPe (1 , % =1]
- Pet Game P ,

1) = 1 mey
/

where the
game ourpur us d'e

10
,
13.

Introturely : If A(z) can products
there is no security.

BecauseA can dalk of z : Grs) and
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of so output b = 1 .
Otherwise b'

= 0.

Exercise
. Every per G us alsoe out.

Next tumes :

- Theory : our PRO with
er)) = polyr .ll

- Practice : Seven some amount of
stretch I say Isell the

we get tril = polyr1)
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