
PS YudorAndomness
-

Our firs step , Towards effwent
symmetric crypto . Masover , pseudorandom-
mess us used un modern computers V.

"Simulats
11
real randomness

We will see that ONE-WAY Functions

are enough for pseudorandomnes-
fi I-sy
EASYItO-O Y
HARD-
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Daf low) . A function f : 20.11-
4014

M

NS one-way
, ifa por

A :

Pe[fru') = y : y = fru ; n=A(y)]
a =40

, 12-

megl(u) .

Example ofweghrm) : e .g.
Exercise : Prove 2- = negl(a)-
Exercise : equezire-meghirl , Ther

https://goodnotes.com/


2 /MI = En inl +Ezful also neytinl.
Exercise : pim) . Ein) = negtins
of poss = poly ins and sens= muffins.

Alternative : We can think of This

A2 2 auf

x de 30
,14-

y = frx
Win : y = fruy

https://goodnotes.com/


let's define pseudorandomness : This means
sequence of buts that areNot random
but They Look random .

We captures
This requirement using indististingui
SHABILITY (Computational) -
We have aresdy seem surt loll This :

Statistical Distance. Sover X ,X
RVs eve some domain

, SDIXiX= E
us equivalent to : V D :

1 Pr[B(x) = 1 : neX] r

https://goodnotes.com/


- Pe[Drul = 1 : nex'] /
2E

⑧ s 2
-

x
-
X

d'e 10, 1 B -x-III
Def ↑ xmh

,
44 lore compute Morally indistin

givilable /X, Y) : F PPTD
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/Pr[D(z) = 1 : zeXm] n

- Pet 81z1 = 1 :2Yn]/

-wegu?
Exercise : If X* , Y , and 5, E

then XcZ.

With Plus
, we con define pseudorandom

GENERATORS-
m+h

Def /PRG) . A PRO G : 10, 11+ 1911
-

with I = 1 / the STRETCH NS
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secure if :

G(Um) wa un+l
Une Uniform over 40, 11

201
Unre In 1914 &

prog
⑧ E 2
- G(s)

be 40, 1 ? -->
-M

S= 40141
u 40, 1url
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(loting dead : A pra us useful
to do ske beating Sharmon !

Emc(k , m) = G(k) # m =

Dec (k
,
c) = Gik) C = m .

Ik11m1 !!! (
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Before day that
,
let's understandbow

To build PRGs :

1) Use a randomnessax tractor to get
a Uniform seed se 40

,
12"

2) Define e simple PRG 2 : 50
,
14 +

4011271 with mummal stretch

l = 1 .

3) Use G to stretch any less= polgies.
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Thorf us procure :

-
Randomness extraction us what we

already studied. But in practice it is
done usingHash functions.

-

Theoretical I car be obfound from
Any our . Practical G us Heuristic .

-

statch emplificationis the some.

-

In practice The seed usRefreshed

periodically collecting new ENTROPY)
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TEM If there exacts a PRO W : 10, 12+

10. 194W ,

ther ther exists a pRL

22 : 60, 14 " - 10th
mul for auf Minspolgic

See 10, 144EITE-DEEDEED ... -Ase
-

t 30, 13 ↓ ↓ ↓
b2 by be

2 3) = (b ,..., be
,
sel
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Proof . This is the idea : Assume
not sever , I ppr &" that can

distinguish 6 /Unl from U
m +l

w. p. 7 Yp(m) for som polynomial
pr . ) - We went to build por
TheT con dustinguish G(Un) from
Um 1

w . p . 1/p(m) ↑

D' be
, se I D-

youg
li
????
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Where do I purt /Grum)
z ??? Z

Un
Hybrid orgument : l

Horm = - /Um/
- ------ -

be , ..., bi 400h

Hi(m) = Six 10
,
194 l-i

/burn
, ...,

be
,
sel = G(si)

-

Herm=Vein---
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LEMMA - i : He Hur
-

Proof . By rolucivan las before) :
zBelD
,

↳ pag

-Ente b
, ...
by 10 ,1)

/true in Bott
Hi

,
Aur

. )

z = Sure1l bi +1
e-
i -1

burz ..., be, Se)= G(sum)
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↓ True im Botst

He
, Hur1) .

By The above observations :

Pe[8(a) = 1 : z = J(s ; se(91]

=
Pr5 D'i be , ..., be , set = 1 :

Sbn , ... , be ,SeaHirm]

Pe[D(z) = 1 : z Unri] =
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= Pet &'i be , . . . , be ,
se) = 1 :

Obs
, ..., be ,see Hur mi]

=> / Pe[Bez =1 : we fund
,

I s

- Pet B(z) = 1 : ze Una , ]/

= "p'r)-
=> An Hum
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