
-PseudoRooms as
function that talks a uniform

sterg and outputs Many BITs that "look" random !
Pseudorandom : No PPT A can dustinguish it from
random axept with negligible probability .
Dif bt X = <Xhew

,
Y = /Y New

.

We
soy

that Xvc Y of K PPT A :

1P5A(X =1) - Pr[A(y) =1])

6A(z) = 1 : =Xt = May((1)
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GAME( +, b) z =Xb = 0

YAr
& zYxb = 1

10, 11 (

↑ Game ea , ofWe Share ex ,
114

With this definition we can define PSuvaarandon

Generators &

DEF A function 2 : 1011" + Spe /130)
-

is a becure) pro of

↑)x =16/V]aVer =Y
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Exercise . No prt as sewn against unbounded
attackers. Not even of 0 : 10, 11t -> 19

+ + +

Solutver : from 2 = 30 ,
144 +

1

Try to fird
530est s

.

t
. z = Grsy

. If you succeed entput
1, else i.

Pr[ A(z) = 1 : z = G(s) ; stu] = 1

Pe[A(z) = 1 : = = Varn] = Ye
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How to construct G !

#M If owFs exist so do PRGs with

steatch &(1) = poly 11) .

The proof is ha ,
but we will discuss

some important elements
.

Two ingredients :
1) From 1111 = 1 to 1 (1) = poly(t) ,
② stretch emplification .

2) Hard-can buts
.
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# Assume G : 10, 13t -> 10, 111H es

& PRA
,
then the us a PRG 19 : 10

, 11 ++

6013t +1 for every 1041 = poly 111 .

Persof .

Here ↓ S tha construction.
H1

↓ (H2
-

SotTGsF .....
>

-

I-

L ↓
~

by 30, 11 by be,2

/Si ,
bi > =

G /Si -1)
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Mor formally :

~ let so - Ut

~
Viell]

,
(si

,
bil = G/si-l

Sie best
,
bit Sel

- Output : (b , ..., be , Sel

How to peors it ? By reduction ! Meany :
assume -> PPJ A becelling 24

,
Flow

wa build a por B besalling G
.
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A chestreB z

Y
Gruy)

-- =
111 & Wire

I-

To solve this difficulty
,
we introdus o

new Technique : the HYBRID ARGUMENT .

If wewed to show Xi
,
Y we can

do so by finding HYBRIDS He
,
He

,

. --

, He
S .

t
.
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(i) Ho = X
; He = Y

Mil Ho alte ; HeHe ; -

...; He watte

By the triangle inequality ,
to : He so

larg as 1/1) = poly (1) -

In our case :

Ho = 1P/V) ; He = Very
be

. . . ., bi < 1911
Hi : Si = Wi l- i

↑ burs
, ...,

br
,
5) = G (S)
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Now
,
we can mot the reoluction work !

let's be conacte : Ho Its
. Assume noti

=> PPT A that distinguishesHe from He
We bald B becalling 8

A B zc(0, 1/
+ 1
2

F·be bl Grux)
- z = (b1 ,S1)->z

be t 40,11 + 1
54911

+

l - 1

↑ be
. . .
be

, sa) = G (Sel

https://goodnotes.com/


Observe : If z = G (21) then be
...,bei se

computed by B own disierbated fill Ho

Else
,
if2 a With then itis distributed

hole in He
Hy

By assumption :

l E

↑ Pe[Alb...., be , se) : She , .... be , se) G/Ux)] +
M

- PetAlbe
... be

,
Sel : /b , ...,

be
,
se) H1 ]/

Pril far some polynomia
Pr) .
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And we have showr :

Pe[B(z) = 1 : zef(b)] =

Pr[A( be . . . , be , se) = 1 : by ... be se = Ho]

Pe [B1z) = 1 : zeU] =

Pr [A/bs -.. be Sel = 1 : b --
- bese He ]

=> SoB distinguishes w . p.? Up
By very similar proof :

↑ i Hi Him #
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How doWe get G : 1011 -> 10, 191
+ ·

or

the best plac ? In theory : I can do it

starting with Any owF ! Not very efficient
But we will see leter eff went constructions

MWMy NUMBER THEORY
,
LANTICES, ... .

The mour unprovent NS # ARD-CORE BITS
.

let f : 101s" -> 10
,
12" be

a owf .
Co

wa sog that a postnat butof a us

hord to compute !!!
Intuitively ,

h : 10
,
11" -> 30

,
13 C HARD

come if him is had to compute given fras .
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Alternatively : (A) ,
him))a <(2) , en(
ME 491

Why useful ? Assum A : 30, 31- 40
,
13
M

Is a One-way permutation (owp) .

Then
,
look :

21s = Als)()hes) ; se Un

~ Arsild ; be 10, 11

= Un + 1
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In geverd : The above can be made to work

assuming & is a owF /not &Wp 7 .

Morare
, every o volmits her-cas but

h !

&from : Can there be on h : 10
, 12 "this

forway A : 1911-1914h !? No
.

Iden : Talk any hi build fBAD S
.

t
.

↓ not hard-core for ABAD but fBAD =owF.
It's aay of foss relies on auxiliary

M

our : 1911Sh011
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