
Constructing PRGs.

Lost lecture : PRGs = ske with

IWI < (c)

Today : How to construct PRCs ?

We'll do of in two steps :

1) Assume we have secure G : 10
, 11-341st

(i . e . &(1) = 1 but I
.

Then amplify the
stretch to 1/1 = poly (1).
2) Construct G with Dril = 1 or so
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·E
ba

Formally ; 10.1> 1911
+ l

- S U

- Nell]
,

let (S5
,
bil = E/si-1)
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- Output : (b ,
by
, ...bei se (
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THM The above 22 is a PRL for eng--

2ft) = poly (1) , assuming & is a PRC-

Proof . We use a Technique called the
HYBRID ARGUMENT

We need to show 29/V/ - , Very .

We

or do this by defining hybred distributions
Hori)

,
He rl), .. .. He (l) s

.

t.

ris Hort = Gl(U) ; Hell = Unre
rees Ho (a) a te (1) He (1) - ... Here

Remark : Property rel implies Hor/ Her
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as long as Iri) = poly -11) follows by
the treegle inequality) .
The hybros :

=Glebea
Hir) E

sie Un

beseis
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Eart .
Victo

, 1-1] : Hire Hirt).

Proof . Fix i. . Assume not : I PPT A s .
t.

/Pr [trz) = 1 : zHire()]r

- Pr[Arz = 1 : zeHird)]11
polyr1)

We construct PPT & affecting G :

/91h
1 + 1

A START Ba Spra-
b
, ,

.

. .,biV =*-
G(u+ )

=/ be ...,be,se)* Pitibura eve Utte
(burz

, ...,be , Se) = G (sure)
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be 10, 11th11( -
I claim that the distribution of zus s . t:

↓ Si
- If zeG(u) , ze Hir

- Fz8 = Vet , zHur()
Now :

Pr[B(z * ) = 1 : zteGrun) J

= Pr[Arzi = 1 : ze Hird]

PrT Bret = 1 : Etc Vare]
= Pe[Arz) = 1 : ze Here(1)]
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=> (Pr[Brat) = 1 : ze Grun/]

- Pr[Ble1 :zt Ur]1z Fly
Exercise If X F Y , Y c

E Then
-

Xz .

For every PPT A :

/Pr[t(u) = 1 : u = X] -Pr[trul = 1 :
uc z])

/Pc[A(m) = 1 : u =X] - Pr[A(m) = 1 = ukY]
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+ Pe[Arm) = 1 :uY] - Pr[A(u) = 1 :

me = ])

= /Pc[tra) = 1 : neX] - Pr[tru) = 1 : u2Y5)

+ /Pe[Arul = 1 : ncY]-Pr[Armi = 1 :
utz])

= (1) + Enri) negevil

En
,
ril

,
Ez(i) = mage ril
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Real-world PREs /e .g.learna (

E ... -F
1 = 256

M
, t(01)

+

More in details :

- How to generate so ? Randomness

extractors
. Theory : leftove bash lemma.

Prectrg : AES .

- Which G ! Theory : We can get ore
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from Any auf f or essuming hardness
of Factoring , discrete Lot,We .....
Procte : AES.

- Not yet the final design .
Because of the

intered state is compromised all the

future outputs are predictable.
The real-world construction keep is fasting
The state : If state us si

,
Ext(x/

Si = S Ext(x)
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How to construct2 un Theory :

If outs exist
,
then so do PROs

with ((l) = 1.
The proof has to do with following questor :
What urpo about a is boden gover fixs?

A z= frui 2
-

x = (t
al
->

win : fix') = z
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ThisisNor-rurel : IfI us ournot a Pr !
them so us 'Sul = ol fill.

Ex. Prove nt.

Also : If fus our,
them so us fru) = 22171/frn)

x51] = 1st but of
H

Ex
.
Peore it.

HARD coT ept+
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us hard to compute his (i . e.
Ihrus

, free) be (Us
, frus()-

FACT Every I admits on h.
--

Grss = Arsilhis

PRE assuming I is ONE-WAY

PERMUTATION
--
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CPA-SECURITSke Ceme
,
Decl s .

t-

- 1k11M

- Con encrypt more than 1 msg-

Recoll : Emc/K
,
my = Gikom this

actives 1K11m) . However
, of we

reuse The key :

= G(kim ; C = G(kM -

G = m, Mz
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If A knows a single pour (M , <

future placktextser exposed forever-
DFCPASecurity) We seg that /Ena ,Dec
= It isCPt secure of :

gape +
,0) ( , 1)b)it

C↳ k Uxmo
, m
*

->

< T= Enc(k
,mp)
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m c = Ema(k
,
m)

b'
->

Ex. The above is impossible of Enc
us Deterministic !
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