
↑Ser DORANDOM FUNCTIONS
-

We have seen that the previous SK us inseame when

multiple msg are encrypted .

T overcome this
,
we introduce a new tool .

What is a PRF ! It's a fourly of functions :

F = & Fr : 10
,
11" -> 10, 194 %

ke(a, 1st

Security ? For urform choose of K = Va ,
no efferent

A con tell apart samples from Fr1 . ) from sample
of a uniformly random function R : 2012 + 10 , 112

G R us still deterministic
but

podled randomly among
all possible
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maps from 10
.
112 -> 10, 114

&ff as above is a PRF fourly of :
Notal

GAME
ad
117 ve Game (1)

Fit Fit

Game/Gamevoked The set

Replar of allmaps
A 22 e 40 , 122 2 --8 Y 40 , 172

k= Ux ; R
=R(n

,m)
-

= y= Fr() ; Rial

REMARK ·
The green gove telles exp time .

-

↑ N . r., I as unBounded &
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Exercise : No of is a PRF against ruBour
DED Adversaries !

How do we build PRFs !

~ In peading : AES ; DES ; Any BLOCKCIHIN

Nobody knows how to prove A5S use PRF
.

-
In theory : OWFs /not prected] ; or
sams assumptions as piBLe-key CRYPTO

↑ Factoria ,
DISCRETE Lot

,
LANTICEs]

prctical and effociant( sirll less

efficient th AES) .
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Let's first apply PREs to build practical
SKF / one key ,

cloot
, many msg ] .

We start bydfining SKI secure for may
msg /v . e. . < PA-Sama SKI) .

&F. We soy It = /Era
,
Dec) us <PA

secure if :

Game 11 ,
07 f GAMEP (

, 1)
I

,
A

< pa
GAMEN

,A/1beb11)
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-
A

m

2⑨ of Emck(m]
-

mmM
kK
-

*
E
- Enc/m
-↑

M

Enc(m(
bl
-

↓
REMARK
-

~ Lmc 1 . ) Must be Randomized
.

< - Ency(m) =c = Ency(m;r]
,

↑ ER/ RANDOMNES
Spacer
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Usually Dear1) still deterministic .

Let's build at from Any PRE !

Enc(k
,
m) = (2 ,

<]

<
z
= Fr(27m

2 Um

C = R

Dec (K ,
/,]]e Fr(c] # = M
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TH Assuming of is a PRF fourly ,
Then

the above SKE T = /Ens
,
Deal us apA-seave.

Proof .

Frest
,
let Gi , b) = Garapa 11

,
b7 .

NA
Wewne to show : 2/1

,
01

a
Gr

,
13

.

Console
, It/1 ,

b) : The sons as G /+, b)

except we use R&RIM
,
n) Instead of Fr .

·/Hi,,b
A>8 c = (( , 2) keWi ; RER/m ,

m)
--

#, met > E = 1-
V
M

#,] [2 = From
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c =1 Un

· = FuTra)

- * mob

- = r = Vu

- = R(r) M

Gt = rtz Un

= Ricem

Lemma Gi
,by a It ,

b)
,
f be 40

, 19 .

-

Proof . By reoluctvon to pRF security .
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A il Il B 2
START /Furel
--

M

Y
reUm & Rir]
--Z
-

G = r

22 = z M

Mot,
m.T -3

Ct= /25 , 2
+ / za
-
r

cert ; c = zmb

: I
:
b
- -
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Perfect REDUCTION .
#

LEMMA Hr1
,
01 *sH(

,
1) so lang-

R] the Sunbounded) A Tracker maltes

et most g() = poly All puries

4) Hr el na H11 ,
e) &

I

Proof .

The inturtion us : Assume first
No Escryption queries

.

Then
, upon

mot
, mi ,

the dallenge is rt , Remem
withro - Um

.

Because R is or

Random table
,
this is the some as
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at = prt , ztm]
rt

,
z Un

However , A can well encryption quezes . This
could be problematic because what of t
quares M = 0 " and I packsagain rt
some as in challenge. Then :

c = /at , Rim on I
But this event only happens with neglogble
probability .
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In gener , let BAD be the event that

** colludes withany of the t's in encryption
queries .

Grotnared on # we have H
,
07He,

because we can explos Mrsts with perform
z wo pendent ofeverything .

On the other hand :

PrEBAD] = Pr[zi , j : my = 2; ]
Ri

,
h

[ 29 Pr[ri = r ; ] .

↑

i
,
i = 1

if i
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= Cl(Vr)

= (i) .

-1 M = Mr)
= poly(1) .

= poly /1) magl(1) = myli) .

One can show that the above two facts imply

SDIH (
, 0) ; Hr1 ,

1)] < Pe[BAd]
= ngle)
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