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We will see PRFs are enough for dong
CPA-secure Ske

,
butdso MACs.

How to build a PRF :

- Theory : of, or concrete assumptious
Factoring
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DL, ... (

-
Preciva : AES
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DEF(PRF) We say that F : 1911 50, 11-
Lees" is a prf if :
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Equivalent: PPT A

IPCTREALA
,
fil = 1]- PeIRAND r=A , R

[meg(x)
The challenger us Unbounded Un RAND-

This is simpler to think of , but not
needed as we con do Lazy sampling :

- Upon see 10
,
194

, output y 4013"
as long as a noteiled before
run which case , output previous g)

https://goodnotes.com/


How to construct PRFs
. In produce : A Is

I unti Tran and experience) . Designed un

early 2000
, still unbroken . No provable

security, back then.

In Theory : Our> PRF
.

Alternatively,
You can use Factoring

,
or DL

,
LWE .

Applications : PRE = CPA Ske for
-

fixed unprot length /FIL) .
Here vt us : I = /Enc , Dec) i

- Ere (K
, m) :

re10es"
c = (2

,
2) = /M ,
Farm)
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-
Dec(k

,
(2
, (1) :

Fu(c) =

=Fr(r) Furr) om = iv

IM1 . Assuming F is a PRF
,
The above

is CPA-secure Ske for FIL.
Bob

AppPk

https://goodnotes.com/


LetF be a PRF ; Then Tog (K, m1 = Furm)·
Security ? UFCMA (Universal Unforge
bulty against chosen-message ettecks(

ufce
GAME (1)
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ke 40

,
141-

mo
,
et 2 = Tag (k, m)->

Our pur 1

oft zt = Tag (k ,unt
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