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We need to show: ppo A :

IPr[(/ ,0 = 13-PrtG , 1) =13 (weger).
Move to "mental" experiment H/

,
b)

,
where

we replace Fr() with function R : 1911h
-> 1919" desen randomly among

all possible
functions .
LEMMA For every beho,1) , Hit ,b) veG/+, bl .
-

Dir
. By reductiven to security of PRF . Fuxb .

Assume not : - PPF A s . T.

IPr[G(1 , bl = 13 - Pr[H( , b) = 1]1 = Kolycl .
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Build ppT B against F :
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Analyses : By unspecter & melles a

perfect simulation of As view.

Pe[G(ib) = 13 = Pe [ReAl(ip =1]

Pe[Hr ,bl = 1] = Pe[RAND() =13
Let It'rl

, b) be s.t . we answer all

queres with Uniform (
, c) and also

ret
,
c) us uniform

. Clearly :
as long as
&polgrH' / 1 , 0) =It' r , 1) .

LEMMA Art
,
b is Hir , by + basae.

-

Proof . Standard Technique : say that A
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and B are volentical unless som BAD

EVENT E happens .

Then :

SD/AiB) = PrIE] .

The BAD Every : We went that all
The r's ore Distinct ; if they are
then (12) un H/1

,
b) es uniform

and also (2 , 2) ·
E as the event

that they collide :

Prtzi , i : Mi = e;; re , r; hall"I
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Proof (THE
.
2)

.
We need to assure that

m = mr) = w(log1) super-logarithmic

G()
In 1.

A -T Cufeme
18 e ke40, 1)
-

2 = Furm/

,ety outputs iff
Furma) = 25
mix (m 2.

-PPTA : PrIGril =13 neger11 .
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let Art be some as Gr 1 but with
random table R : 10, 12 191)" . So

z = R(m)
and t wis off ev = Rimt) and

me FRESH
.

↳art ppT t :

IPe[Grt1 = 1] -Pr[Hrc = 13/nege
Dir

. By reduction :

A Start & Cprf
-
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By unspection :
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- PeTREAL(1) = 1] = Pr[Gril = 13

-
PETRANDri = 1 J = Pr[Hit) = 1]

->

Cent PeTHrl = 1] = Negl (t/
F Unbounded A

las lang as n-wrlog)) .

Proof. Only we to forge or Hrll us to
guess

the output of R/mt) on a feesl
input it .

Since this is uniform :
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Pe[Hr) =1] = -M = negfre
because m = wrlog).

Next step : 1) How to go from #L To VIL !

2) How to combine encryptor and outher treiver.

Let's Fort with 11 for SkE .

These are

the so-called Modes of operation.

CFB / Copher Feedback mode ?

Let m = M
, /Mell My ...

mic 10, 154
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/Copher Block Charming
Ms

En Me me
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---

F Musi be

a pap

Co C C2
↳
s PERMUTATION)

To decrypt : need to evaluate Fre"( :)
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PRP : We'll discuss of later. In

practic tes us a prp.

In Theory : auf PRs) PRFs = PRPs .

CIR ( counter mode)
240, 14

*
M+ M + 2 e + 3.-

↓ ↓

/ T Trl
↓ -8-DCC im
,

Puz
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↑ us on integer mod 2 and
eddution us also mod z"

TAM If F a PRE than CTR mode
-

us CPA secure for VIL .
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