
Blockspits
e

us Miscant .

Actually,
Theydhe PSCUDORANDOM PERANTATIONS .

Exemples : DIS
,
AES, ... Theyorr used often

as an instantiatio of a prf , but They are
more as they ar INVERTIBLE .

We already have a par
,

how of we walk

at unvertible
.

Most famous design : Felsive
NETWORKS.

↑f (a , y) = (y ,
n F(y)) = (x'

, y)
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x(
- JaT

* F1
----

x = y n F(y) = y

Min , y') = (Fraley' , ul]
& : Is this e PRP Passuming Fr PRF) !
No. Because est half of entput =

wrot helf of unput
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Solution : Do it more times
.

my - y
E

- F
,
F' our

↓↳Ets ~rotpendent
I I RANDOM FUNCTIONS

.

↑
IFiy) y F(uF(y)]

& : Is it a PRP now ? No !

&brevation : TFFira , y > YF
,
Film' , y(
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= Inou' 1 -1

It turne out this is the "only" problem.
We can be of byooding one more round !
In the real world : F is huwstva

; all

Keys are dowed from sough k Jusing PRG] .

Let for every unbounded attechler melling
9 = poly all querres ,

the following ere

unostinger shabb :
-> S : Mefisky) ; FifeR(m ,

mi
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-> R : R(u , y) ; RER/2m ,
em)

s long as the queurs made by A are

1) yuique" Th . e . Yify ; vif ; ] .

Proof ,

Let Hi as the experiment where we

reply tofest o quee es in S
,
and

all other from R
.

Now : Ho ER and ItgES .

Need to show Ho ~ Hy
let us look at Hi the first ↓ querres ] :

faifiyi) , yif'(midFig; ])i = 1, .... i-1,
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us Flyi , Yer Fruefryil) , .....
Since yo is different from all yi's,
Fry i) is random and undependent of
↑ /yel , ...., F(Yi-nd and everything elsa .

So : some es

7 &

m)
before- ....., - 1

Sai or ,Yif'(nor)]
for random e.
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What's the probability thatue =

Ri * Fly ; ) for any of the i = 1
, ...,

d - 1

-
M

=> At most (i-1] . 2

Assuming of does not happen :

I - T i = 1, ..., d - 1

Prior
, girl ↓ -

-

&, 'RANDOM
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By hybed segument :

SD/SiR) -1) 2- 92. -
M

= myhr1) .

#

T
.

Assumingf us a PRF farly
,
3

rounds of Fersiel with wed persolent veys
is a PRP -

Proof : Consider the following systems .

- T : NErs (NErc /MFr(a , y) 7
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K
1 ,
kz

, kg
= Vx .

-) S : Nfr1 You (a , y , ]

-> R : Rin
, y) ; R=R /en

, zr]

-> p : Plays ; PEPram ,
em)

E
V

RANDOM PERMUTATION .
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1)T ,
S

. Why ! By the feet that

F is a PRF .

27SsR for poly:/1/ queries ,

Idea : I round gives you gniqueness !

↑ /ki
, ji] satisfies yuiqueness .

Telle every & , Y : / * /U ;, y ; ) .

Two cases :

5) Yi = Yi ,
then Min ;
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y" = miF" /Yi
= mi F"rYi)

=> GiF" 1 i ) = Y !"
wil So

,
lat Yi Y j. Then ,

we would

need : CiF"(yi) = viF" 19i(
of Mi = F" (i) DF" /g ; <

and this happens w . p .
= a m

.
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=> Pet T yeare][(9) .
2 - M

= myhr1) .

Then
,
SUSR by the knoma

.

3) Ris P
.

A ransom function is
already stet

.
und. from a Mandam

permutation asuring : polyil/ queries .

#
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But one question remains : We can do Ske

beating sharmon asseng very PRF NOW F)
.

C = /m , Eurom]
↑ RANDOM

What about very long M = Mr
, . . . , Mr

m : - 10 , 11" ? We need a so collea

Bode of operation
.
Sometimes also

DOMAIN EXTENSION .
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Perhaps , the simplestwoke :

Mr Me NEVER Do

↓ ↓ This !
El El ----

↓ ↓ # 2B

Cr 22
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CBS
Random ->

y me Ma
e

a -

&D

↓
↓

E - &

-

&
t

↓ 2
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#B

·/ M2
-D

↓

So =+
2
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Y RANDOM
+ Mod 2

CTR
-

R R+1 .... M + t - 1

I ↓ ↓T
-

Iful TFK) Ent
-

-

↓ ↓ ↓
Mr # MID
-D

↓ to ↓
91 22 t

,
" = M
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TAM CTR NS CPA-secre assemin
g-

F us a PRF
. ↳ for VARIABLE

IN PuT

LENGTH .

Proof. Similar to our owgund proof fr
single block

.
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Am
C

A

mot = Ma , ...,
Mo,
-

A

Mit = use, ..., Mute , th

=,

bl
-
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LetGo be theabove game with b =o

and using CTR
.

Some for Ge
.

We used

to show to be We↳This means :

↳ = B ; = Fk(r)M1
&

-

/

[t = Fu (2 + t -1) #Mt

By security of F ,
we canreplac Fr1)

with R && /M
,
m7

·
Let us call this

Ho
,
He
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So
,

Go a lo and G ve He

Wo finallyinotrophes He st .
2

, at
, ...

~ Uniformly Random .

We will show that

Ho is He andHe is Ha assuming
# quarts us a = poly ill .

Look at the Hollinge :

↳
V
= rt Un; = Rtrmb

,
1

:

= R/mtret-1] Mo
,
tr
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ht OVERLAP be the event that

25
,
+M

,
- .

.,
25 + 74- 1 ·verlaps with

any of
&, 201, . . .

.,
R + + - 1

If Overlap does not happen:
Ho Ha H1

So
,
we only need to show :

Pr[OVERLAp] < maghr) .
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