
↑ us on integer mod 2 and
eddution us also mod z"

I. If F a PRE than CTR mode

us CPA secure for VIL .

Proof .

We start with orgrad CPA gae.
Hob) H

,( , b)A
m.t , m ,

t re Un Fiel
-> c [i] = Furri-1)M[i]c = 12t , c [1] ...Crety)
- rieUm, jetzt ,M
->

↑ C c
+
[i] = Fx(rt + i -1)mi]
-

https://goodnotes.com/


-

H , /X , b) : The some es Hold , b) but

use R istead of Fr-
Her +, b) : The some as H

,
11 , b) but

Co us UNIFORM.

Limmt -b
,

Ho (x ,b)< 14
, (1 , b)-

Proof . Reduction to PRF security.

A START B epre-
r

->
->G

M run
Y

C
-

-
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Mt !

M .
T

,
m

,

2
->
- ([i] =R
t
- gi ⑦m [i] :
-> + - 1& ->> X
&

-Y
b C

-
-

" b
->

B
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Ma &b
,
A

,
(1 , b) is H2 / , b)

as lug asA malles gri) = poly-1)
encryption queries-
Proof. Fund event I

,
S

.
t . wher I

does not happen H
,
11 , b) = H2 (1 , b).

The challenge att at is computed using the

sequence :

Rinas
,
Rima)

, ..., Rirt + et-1) .

On the other hand
,
the other cius are computed

Dufferent Miti
using

the sequence :- for each query !
Ri , Raw , ..., R(Mitt - 1
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The event E is the event that the first

sequence overlaps with The second

sequence (for all encryption queries)
E : J i

,
i' ?Oji ?

Mi + i = 25 + i

I

et =z ; +
= 4 ; 1 = 2

,
i = 0

Observe : Gnoutioning or E , then
2 will be uniform and H

,
r , b) =Hal ,b)

We only need to bord Pr[E].

simplify : Let gill be also the max length
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of any encryptor query - Of curr pril = poly.
=> tr

,
et = pri) = # queros.

Consider event Ei : Mi, ..., Ritq-1

overlaps with 25, ..., r
*

+q-1 .

PeTE] = 29 Pr[EiS = gras -mager
i = 1

=nege(1)
45

,
27+ 1

, ...,
r5 + q -

Ri
,
Mit, ..., Mi + q - 1

25- q + 1XMi = 17 + q - 1

=> PeTEi]=809-1) - (rt -q + 1) +

24
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=Meg

Lemma Har , d) = Ha (i) , Il

/Because Co undependent of b un H2 .

=> Hold, H ,
(1

, o us Her , a

= Hard,

Hir,

Hort
,
11 a
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BeinExtension for MAC

Recoll : Prf = FIL UFCMA MAC

Tag (k, mi = Farm)
Some voles that doNot work :

- e = Tojk/Di mil

S m = (my
,
m, ... (

UFCRA (e : 1
. AESK1.)) .

(
,
mc) = m =) e

Ano
=mome , t

) z = Frim,m)

https://goodnotes.com/


m = (n
,
mr)

,
fet z = Fr (m ,)
m, Mz

MT = (Mc
,
m
,
) ; z = 2

A e
(M , Mr)
-

&E
u

,
zo
->

- Ci = Tagk(Mi) z = (2
, . . ., 2d)

m = (m, , .

. .,Md]
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Permute agaur !

- Ci = Taga (ill Mil
e = (21

, ...,
za)

m = (m
, . . ., ma)

m = ( my
,

mm) ; m = (m !, my)

z = ( 2
,
2)

21 = Fr(111Mi)
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mi= (ms
,
mc)

et = (2 , 2)

Idea : Design urput-shrinking function
h = 10 , 14 40, 19M

N = m . d (d blocks of length u)
Then

, output C = Fu ( h / m))
The question : What security from h!
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N

X"Do
10, 19256

X

Problem : If we can free collisions ,
him = h ren') but m m' we

can forge (m' , 21 given (m , 2)

Two approaches :
- Let h be secret.
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-> let h be public . / Collision
- Res.

HASH
,
SHA)

What does it mean !

zu = 4ls : 30
,
15- 494144segest

and s is either secret or

PUBLIC
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