
We'll
go
with secret-they approach /as

this is what's usedon practice) .

Def /Almost Universal ? FamilyfV us

E-AU if : = x
,

r'e 10
,
11 s

.

t. fr :

PrThsra1 = hora'] = E.
S

/This is strong : it implies No A ca

find a collusion ! ).

# Assuming F = GFK : 1911" -> 10, 114k
us a PRF famle , and It is E-Av

for E = negh (11 , then
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F(7) = [Fr(hs()) Erkis
us a PRF fewly.
Cer F/at] us also UF-CRA Mac

for FIL mags of length N M.

Proof (of THM) . We need to show that

Fr(hs(1) us a from R' : 40, 15+

1011" Prondom Fable (.

A 8 E He()uszV
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- y = Furheral y =Rat

y = R(h(x))

R : 40
, 14 2015" end us a random Peble.

R: 10
,
14 10,11 and us a random Table.

Cerra Ho (1) He (1) .

-

Proof .
Assum not : I PPTA that can

dustinguish Ho , He .

Build reductive

Begainst security of F:

A B EprfSTART
-
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ha88
bl b
-> ->

Analyses : By inspection. #

Let He (l is Her so long as

A asks q
= poly sil quesses.

Proof . Define bed event E :

E : Becomes true of I i , i sit . NF ;

hs(xi) = hs(x ; )
Re , .... Ko are the queries
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Now
, ifE them Her = Hzr)

because R1) us computed on dustinct
values Ye , Y2 , Ys , ..., Yg
=> SD(Her ; He (1) = Pr[E]
We'd like to sag :

PeTET = Pr[zi , i : Ni and hsrvil =
S

hs(kil]

& Pr[hsrmis = horui , ]
i

19) . a polysil · negh)
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Issue : Au requires I to be independent
of1 . Not dear ot us for our E .

Equivalent defection of E :

A C

= y , = R(x)>
·

Yq = R(dq)

E : Sample seVX ,
chack i 30 , i

ii sit . bs(mil = hs(vi)

https://goodnotes.com/


The bash function :
1) The unner product . We have N = M . d)
a blocks of lugtha bots :

m = mi , Mz . . . ., Md

Mi e GF/z"= If The Solois Fueld
with elements . (If

,
+, : ) a field.

S = 15 , ..., Sol

hsrmc =Zet If
where I and are over the field IF.
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Why this works ? Fix m
,

m ' S .

T .

m = m' and m=m, . . . Mo (
m' = (m, ... m'd)

hs (m) = hs (m'l
/ wlog.so!

E)simi = sim!

# Se (m . -m! ) = Si .Mi-Mi

#S Se = (m-m. - .ZSemi-mil
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=> Pr2hs(my = hs(m') J a- m

/Perfect) Universal
2) The eborehas very good E = z"

,
but

Isl = 1 M1
.
Take IF = GF(2") .

m = (m,,..., my) ; mi If

Se If

Think of Mi as the coefficients of some
polynomial and evelvete of in si

hs (m)= Mi-
i = 1

= 9m(s) .
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It wells too :

horm1 = hy rm') C) 9m(s) = qmirs]
E)9m/91 - 9m/s) =0

# im-miss) =0

#Zomi-mi)s"Io
i = 1

=> Collusion iff s is a root of the
above polynomial with If-sefficients.
The roots us d-1
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=> PrTls (m) =horm'l]
d us at most poly(1) Mager)
IIFI = 2

M

i m = polyr1)
3) In practice , even more off went.
But some differences : (i) only compute
trend Au (not statistical) rang
the some PRF family F . (i) MseAEs

es F .
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Computationa AU : F PPT t :
N

An'chilly 2
st Vx

Output 1 IFF
Ufal

hs (u) = hora') .

Use some other PRF invocation Fs ()
to construct Is 1.7.

Fr(hs ( . ( (
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Copiemination Track : unstead of usang
Kis use just Kfrs) and do

Fr(Oll . ) for FK).

Fr (111 . ) for Es ()
. (

CBC - MAC
-

m
,

me
.... Mea

↳ -
Te horms
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hs um
,

... mil = Es (MdFs (m- 0 .

... Fs (mp Es (m, 1)

T If F & PRE then above hs

us Computational Av .

=> "Encrypted" cBc-MAC :
Fx(hs (m) (

TM In fact, E-CBC-MAC us UFCRA

also for VIL .
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ORMACInsteadofdog Fl,f
for random r . Actually Thus construction

only gives a MAC and not a PRF.
-

& : What h ! AXU/ Almostor
Universal) : - ae 4011m

,
a m un
m

,
m

Pr[hs(m)hs(m' =a]E .
E-Axu

Au = a =om
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Why ? Because given M
,
c = / &, N

tou can output m' 2 = / r
,
rool

If h
, rm/De = hyim') this us

a volud tag ! Ther
, defer les :

hs (m , . -
. Moll = Es (m, 111) Es /Mall2)

... Es (mdllo (

TM
. Assuming of a PRF

,
The above

fu us AXU .
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For U :

- E-CBC-MAC

- XOR MAC
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