
EXERCISES
-

* Prove or refute : An ske scheme
us perfectly secret of and only
of: M over it

,
f co, C

Pe[C=c] = Pr[C = c]
Sil

C = Enc (K
,
M1

K is Uniform
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Recoll PERFECT secricy :

(in) PrTM =m] = Pr[MemICa]

On the one hand
,
it seems (n)ein).

Does UNIC (1) ? In other words,

of a scheme us perfectly secret us

it necesary that all cixs are equally
lately ? Not true : Here is a ·unTen

exemple &
Consider F = /Ena

,
Decl

-

st
. Enc(K ,

m) = Oll MAK

https://goodnotes.com/


🔗

and Dec /K
, b11c) = zon

be4911

Now , telle cat to be 111%

and to to beo 112
.

Then :

Pe[C= c
.
] # Pr[C = c

. ] .

m

Us
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# Do this of home : Prove that

on SUE IT Is PERFECTLY SECRET

if and only if I adverserves
Unbounded) :

our-time

Game M , 01I
,
A

E
one-Nine

Jame
IT , A

(1 , 1)
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# We are given fr : 1914-1912
and fr : 10, 15- 1912h and we
know of least one is a or

Designf a out using frife.

Proposal : f(x) = A (fz (2)
Teg to malk The reductor :

Ap
11

SPART" Afr ye=fant--
-y=f (yz) =f (bz(x)) x Um-
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a xl
--

C 2 s
.

t
. fix' = y
[furfers C = y

- - ---
--

--Af y At
↳firstal
-

2u
I ne Ur
-S

https://goodnotes.com/


Problem : An (Um) migh love
different distributver Ther

An (fz(un))
Carter example :

Let fe (2) = on F Re40, 11
fu if xx orlet fo x) = or f n =04E

fus Any owf.
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Another attempt :

& (x, 112) = f(x) 11 farra)
1

f : 30112- > Lees
M

This works ! Work it out at

home
.
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# Let 6 : 2011" -> 19192" be
a PRr . Slow G us a of

touf Aprg SpagY --
zehans #Yebo,sh-

If Gre =y y
GlOm/

bl = 1 - Uzm
Else b ! = 0
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Pr[ b = 1 : y = G /Um)] Y E(m)
2M = 2

-
M

-PeTb = 1 : y < Ven] . 22M

Ein = Pe [A(G(Um)) wins]

Y "pole 101421

-
- &0u> &
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# Let Fr (n) = Eurola)11Furil)
Assume Fre : 1911"+ 1019" a PRF

F : 4011"
- -

> 40, 11 M

Is f'a PRF ? No
.

Look :

Furom-) = Fr /04/11 Fu(om-1111)
M - 1-

Fi/omi) = Fulo (11) Il Fx)--(
Thus gares immediately e DISTINGUISHER.
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* Show CBC-MAC Us not UFCMA

for VIL ,

undme Ame ↓ODA
-..D

· ↓
E

CBC-MAC (m) = Furm)=

CB2-MACK (MillMal = @
2

Fu (Furmn) Mel
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Auferet M Rupert
-j Z
F-
mo

,
2
+

->
mo = m, /Mc

The queries : Ms
-> z = Farm

2
,
0m2*

=Fr (Fri)mill
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# Let F = & Frd be a PRP .

Define /Enc , Dec) s
.
5.

Enc(k
,
m) = Fr /r11m)
re Uni me 40174/2

Dea /K
,
C1 outputs in s .

t.

z1lm = Fi (a)
Prors itis CPA secure.
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StappA CPA- Appp E
Pr

M 24m
- -j E rUn

C

F r
mot,m rin Tb
- ru =>
25

M/2 CA
- -

->G E-
bl 6
-> -S
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Gib) : The CpA gove with
but

be 40
,
14

Hil , b) : The apa gove with

Fr - R a Random

PERMUTATION

By the above reduction :

=> Get
,
b (c Hr , b)

-be101)
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G (1 , 0) we H /1 ,
01
%

G(X , 1) H (4
, 1)

A(x
,
d) Es Hi , 11

Tu Art , b) : <t = /r
*1 m)

CPA

Thequeries : e = RIR: 11Mi (

BAD : The event that It equals
one of the rv's .
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Conde Towing or BAD -T Unfort.
=> It (1 , 0) = H( , 1)

Pr[BAD] < grt)- attr2

g(x) = poly(x(
#CPA querres .
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