
Exercises
* Alternative definition ofPerfect
Secrecy : I = /Ena ,

feel usps off
- M over M

, every c , ce2 :

Pr[C = Enc(k
, M) = c]

= Pet C = Ena (k
,
My = 21

Is this equivalent to our defintion ?
No. Counterexample : Talk the one-time
PAD ; Emc(k ,

m) = k # M.

Consider Enc'(k
,m) = bl Kom
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where b is a but and it is brased

r e . g .
Pet b = 0 3 =ra)-

=>NEMc' , Dec') is still ps under our

defrutvor .

But CTXs Starting will

b = 0 ar more likely then those startin
with b = 1.

#) Assume f : 1911-1911" is eauf.
Show that : 30 , 12" -> 1919"+ s

.

t-

A'rul = x(11 fru)
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us also owf . By reductor :

t A I 2

y = buy y =f(u)-
- x= Un

beUn

xi N
I Wins i

-> -
fix's = y

Analyses :

Pet twins] < PrIb =x513] . PeEtwn]

= E . Poly ? Poly
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* Let 6 : 10
,
1 + 1011" be a par

show that I isdso a auf-

By reduction : I PPT A s .

t
.

Pr[z = Grs') : SEV ; z = Grs)
sc A(z)]

"Poly
Burld PPT & breaking PRC
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A
~B =10,112

The1913-10, 14t-
If Grsl = z
b= 1

Else

b =0

Andysus :
Pr[b = 1 : z = Grss ; seU] =Poly
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PrTb = 1 : z = V2] < 2-

O not

HAVE PRE-IMAGE

At most 21 values un 191921
2 = c

- -
have a pre-vrage !

2

# Valents of this :

No G : 1911-1919 t can be Secure
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against unbounded Par Adus-

Also : 6 : 4011" + 30
,
124 +1 as

a
of.

# No PRF us secure against unbounded
Advs

.

A 2

t REAL! RAND

->
y = fu(u) ! y = R(k)
keU iR Raupon

! TABLE
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A knows entire table :

- Kehgest sit. Fee
, gefural.

If yes , b =
Else b = e

Andysus : PrTb = 1 : REAL] = 1

PrI b = 1 : Rand - I negeri
# tables consistent with some leg : It

00 unpert length :

- I output langthi
M

......
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length of table :
m .
c

n .
2

# of tables : 2

m ( ) = poly -1)

E. " = neyt (i)
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#) secure of not : Faral = G'/k * U

6 : 10, 11 +> 10, 1/2
+ +

G' =G truncated to 1 buts

F : 1911*+ 3011" + Jest

A C
-S
-
-
-y
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=2

If Y, Y =, Eur

b = 1

Else b = 0

PrI b = 1 : REAL 3 = 1

Pr Tb = c : RAND) = 2
-

+
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#) secure of not : Furni = Furks

for secure Prf F : 1911x194 19
No

. Why ? Because F requires a random
key. Need to show I F a secure PRF

-

s .

t
. F'ALWAYS Broken when using F.

For instance
,

F could have a BAD key
s .
t. Furul = of frelosest

(x) = Fr(k)fa , k
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Now : E still e PRF
.
Because the

~

even k = k happens w . p . 2-1 In the

PRE def
N

Faral = Falkl us not a prf

-A K 2
-> K

(0
.... 0

RA:-
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# Show, that I UF-CMA MAC S .

T

-

itis not by itself a PR
E

. g., Tegarm) = Er mill Firms

1) OF-CMA ? YES
.
Same proofes

we doo on class.

21 PRF ? No,

A x E
->

Yellya
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-
b = 1 iff

Ye = Yz

REAL : Ye = Ya Always ,

b =1 u
. p . 1

o ... ORAND : Y = Res

-a ->S
ye Vzx ; y = yely .... $
ye = yz ?
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* Let Toge , Toge be MACs .
We know

that et last one of them us UF-CMA
,

but not which one
show how to constructTag that is

UF-CMA using both Tag, Tage
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