
* Let Toge , Toge be MACs .
We know

that et last one of them us UF-CMA
,

but not which one
show how to constructTag that is

UF-CMA using both Tag, Tage
suggestion : Tag (k ,

m) = Tag , /K ,
mi 11Tag

t m As
↑

En
Ke->8 z = 2- Il22 =Tag ,

m
- 1

ztzez R2Vi-> -->
ze= Tagn /K ,m(
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ASecur/cl), , wa wed
a Enume :

Cert Assuming I = Ema
,

Dea I setusfies

both CPA and Auth, then It is CCA
.
Sec.

Proof . Sketch of proof . Mor vole : Malle

a reduction from CPA to act.

A CCA
->

A
& Copa

8 C
or
-> ???·
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Intention : tapa needs to answer decryption
queries exploiting twost proprety.
Aurit means no can well volod so

just answer Dec query
with 1.

tact Ci topa ! tot c APa
-> -

↓
- I *

<

Upon decryption query c' :

- If c'ehch returned on a previous ,
encryption query i , reTuber m
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-
Else

,
answer +

BAD event : Acct molles dea
, quey s .

t.
-

EGC1 end Dec 1K , 1 +

By Auth : Pe[Bad I e megere.
Lorra Approach 3) satisfies both-

*
CPA and AUTH-

Proof . Approach 3) :

c = Enc((k
, ke) , m) = (c , 2)

C Emc(K
,
m) ; e = Tog(RC).
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let's start with CPA . By reductive to CPA

sea . ofEnc , Decl = The
ope

tipt b es
x

-

1- ks↑ c' = (c , z) & 8 C

- -
mo , met mot ,wit Andysus i- kcVi
->

Ct , ea - Travel
.-

G
un

=Tag (Kz , C) ca
->

- = Tay (Kz , 28) M
->G C
-

> - #
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It remoons to show Auth
.

Reduction to !

UF-crA of Tag- plantest for Tag
Y UFCMA

Al Ar EzAuth C
->- g Ku8 (c , 2) E 2

2

(*, 2) It 25
-> k,U-

CE EMC (K
,m)

Whe das tourt wind If :
1) Tog (k2 ,

ch) = et

2) (t , ev Fresh : 4(c, 2)4
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When bes to wow ? If :
1) Tog (K ,

exc =etv

2) c
* FRESA: 4cB

what of creacs : tavos still
was ,

butIte does not !

et+ (2)
Hereis one bad scheme : 2
-

Tog (k , m) = oll Tag (K , m
Bob : Discord first but and check e.
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Stull uf-crA , because you ca forge
Tog only on millages for which you abody
quered The challengers
*
Way out : Asseme each msg

has a unique

Jeg . Alternatively , do notessure that

but assure that Tag setusfes strom
UF-cMA :

A- 2

3 2
- wis If :

(m5, 25) - It VALID

-
- zt FRESA
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BluckCIPHERS
-

In procce : AES
,
Des

, 3DE5..

In Theory : Pseudorandom permutetror (PRP) ·

A

G
C

Ty Fr(x)

&
y = P(x)

P : 10
,
11* 10 ,11 "chosen randomly anong

all permutations over 2011"
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PRPs are effcently invertible : I PPT

F"s
.
t

. F" /Furnil =a x.

1 . % -
some modes of prefron require this.

How to burld a PRP ? Two approaches :

-> Provebly seve weg : Assume Gardness

of number thorise problems ↑ factoring ,

Discrete Lot
,
... ) or in fact Any of

auf = PRI, = PRF =) PRP.

-> Herric . Heruistically build a prf

and then mall of a PRP /e.g . DWs) .
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as the thortower would doalmost).
The So-called Feisfel Network.

let F : 40
,
11 + Lo,es" be a funcion

/maybe a PRF) .
How to malk it unvertible ?

Nf(x , y) = (y , nefry)) = (x , y

N Y Note :

/ Trai , g') =
-

S (Froy' , x'

al yy) = (a , y)
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Not a PRP ! - ppr A that broks
ut . v . p . 1- z-r .

But we can stacket.

e y

oTel Mr, y =
↳Do = h" , y")
↓ ↓

x" = nofry) yaf'(fry)) = y "
still invertible ! But not a PRP !
Note : Yf

, fire, y1 Yfifidel , y
= raos

, -)
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Okay , do it anotherTure.

ThM . YFF'
, Ell

us e PRP assuming

F , F' , F" are PRFs .

↳ F = / Fr : 101"> 10 , 12)

FeFri F = FriF"e Frg
Ke

, kr , kg E Ut

DES : 2 = 18 rounds ! Fus hearsi

(conferson + diffusion) ; Kika , kg · Kno
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dowed from some K /using hersic
PRE 1.

Interior for the proof :
1) A 3
s y = Nfk

, ifee,Fr(
-

2) A 2 ⑤=Haf ,firsb'
-

https://goodnotes.com/


A C3) =-8 y y = R(x)
⑫
-

bl RRDor FUNCTION->
-

⑨
2

A=
P Random permut
-
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