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COLLISION-RESISTANT HASA

Thisabout parties of factors
H = 4hs : 19, 119 - 101" sele

s .
t

.

1 = bium .

X -
-O ⑦

CoLLISION

X-
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Recall : When we studied PRFs we

have seem the construction F/7U)
which is a way to extend the damoun

of any pre F.
When the seed us PUBLIC

,
CRI one

only possible for comp . bounded steckers.

Many real-world exemples : MD5
,
SHA1,

SHA2
,
SHA3

,
Merke trees

,
...
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Def We say
thatao is collision

Resistant ifa PPT A :

Pr [ Gerst
arch

-+ 1 = 1]any(r)) .

7
,A

Game
-

A S
E
-

S- Un
x
,
x
-> Outpost 1
(n full off hsix)=

hs(x1)
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Typical application : Hash a long msg
and Then Sug/MAc/pRF ut.
An important remark : Why do we
need a seed ? In fact , SAA for
istance does not have any seed !
We can't ruleeft the atteter
Anal which has a collision ,n
hard-wired and outputs of
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furst construction : Merkle-Dangaard
transform . This is belnd MD5

,
SHA1,

SHA2 . The sola we to obtein CRIT I
*will domoun ho , 11 assuming CRIt

is : 10142-> 1911"
2
,
+10
,
14 H2 ..... Ro

...t = YYo = or

Gourpor
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T Assuming 4 As : 1012-101141
↓ Cr, Ther Als : 191%M 10

,
11/

us also CR for every find o EIN-

Proof . We bercally observe that a collusion

U
, 21 = 10, 114

%
Infall for As

implies a collusion for hs .
Moreover

the letter is efficiently computable.
This unmediatly implies a reductivel.
Thus

, altecher fund colle sichsMo- Cor

for As
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Let 2 = 1c, . . . ., Ro))
H

d = im, ...., Ho

sit
. Its rul = H, Sel = y
she x2 -

- Pa
M V
o-... Y

Yol-1 m

i ↳
LgoI
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Looking backwards I from right To

left) , let it [d] be the largest- -

Nudex S .
t

. hg(x;, Yi , )=hola!, y!1)
and Ki , Di # /Hi , yi) .

Such

i does exist because UK

Now
, (i , Y ; ) and 11!, y ; l or
a collusion for his Ex

Unfortunately ,
Thus does not work

for 10, 115 . This is because we
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can't rule aut thatls (o) =o
whole Ihsh is still Cr . If Thus

is true
,
then for only se :

Its (x) = Its /o 12)

= As /02/

i

Toevol it : Encode in sit. no legal
encoded i can be a suffix of another input.
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↓ ↳so

The ....slotsy
Yo-1 Yo

<d) : # of blocks anded eng
m buts.

Note : You can only bach umpets
ofef most 2"blocks ,

but

This is He he for rea values of
m / 1z .

m = 256)
.
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ThM Assuming bhs I us as before,
Then the modified high as above

NS CR for 40118 .

Proof. We follow the som strategy.
Let u= M, , . . ., Roll and

x = Is, ..., Hp) be a collusion
for Is.

Thereere z Cases :

- d d'
.

Then (cd2
, %d)

/
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1cdlz
, ygl) but ho koy , Yol

= hs /cd's
, yol)

- d = al . As before .

#

How to build ha : 20162+ 10
,
11 ??

In practice : heausically (MD5, SHA),
SHA21

.
In theory : Either you use

number-Thoritic assumptions /Factoring,
Discrete Lot

,
Post-Quantum assumptions)

.
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Middle ground solution : Use Ars

h (c ,
42) = AESIR, 1) OR

Covert : We can prov it secure oulf

assuming AES is en IDEAL CIPHER

a TRULY Random permutation for every
choice of The key
A couple of more facts about hash
functions :
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1) Alternative constructions.
O- y .
!

O 181--
⑪ 8 O

- / / &
Dr 22 Rzy ...- d
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-
!
↳
·add
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it
f : public RANDOM

PERMUTATION -
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Anotheropplication of bash factures
1) To build MACs : The standard

HMAC . Based on the vole :

Tog (K, m1 = H(k 11 m) .

If Arl us a random function
↑ RANDOM ORACLE MODEL/ Thus is

ok. Not secure of His bult from
MERKLE DAM GAARD -
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Simple reccse : Length extension
attack

m/k1 .... Ke m, . . . . ma -
1 -6-d 3

-0-
M -a

&
- 2 et

Given = Hs(km) we can

forge on mi = (M
, U--HM11m')

by outputting 25 = hs/211m'/
=Hs (k1/mr)

Itwn be ecopied to the case wall
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the Suffix-frie encoding.

AMAC((K ,
kr)

,
m) =

h
,
(K2 11 Is (k11m) (

Kn ,
K2 derived from som K.
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NUMBER THEORY
-

We will introduc some concrete assumptuous :
FACTORING

,
DISCRETE LOG , LEARNING

WITH ERRORS-

Number Tlorg us about modular erhme
The mod M namely

In = 10
,
1
,
2, ...,

m -14

Then you can love stra cures like
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(In
,
+ )

, (4m ,
+
,
%)

t, ers mod n.

Forstance (Im,t) is a group.
The situetver us different for
(Im ,. ) ,

it is not always a
group .

LEA If gad0, /21 ,
Thes

at In not invertible mod n w. r. t . ""
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