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Cry Promania
- /DiliTal sir ↑PKE crit

-

We will cover the mown constructions
used in practice : RSt , Elfamel , FA
signatures ,

First-shamin suga Prese
Hardness :

- Number Theory /factoring , discrete Lot,

Eclipile curves
,
...
).

- Letties /LWe , sis) .
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Modular outhmatic over In = 191 , .., n -1)
look : (In , + ) is a Group . Importantly,
↳ on inverse : Vo In

,
5 be In s.

+-

a +b = 0 mod M.

Looket "" Instea : (Ir ,. ) ,
it's mont

a group for every m.

LEMMA If God sa, n 131
,
then a is not

-

invertible mod n

Proof . Assure not : a is invertible
,
so I beIr

S .
t

. a . b = 1 mod n .

But then :

ab = 1 + qn for go
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Then gad(a , m duvuoles ab-om ,
and

thus of devdes I ,
so galle , b) =1

In
*
= / e-Ir : e invertible mod /

/ godia , mi = 1 . ) 3

# In
*
= P(a) ; e . g . m = p .q

fras = (p - 1) . (q - 1) .

#P = (p 160h = 41 , . .

., p - ).

(4pt, ) us e croup.

We went effecientelgoethers for computing
say over (Int, +, ) : IM1 = 2018 buts.
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- Addition and multiplication ora truval.

- Inversa ? Exponentiation ab moder ?
Inverse

.

Extended Encloben Algorithm .

Lemma let a
,
b s .

t
. a = bo .

Then gedra, b)-

= goo/b ,
a modb1

Proof . Because the common durusors between

(a , b) are the some es 16
,
a mod b)

,
since

a = pb + a mob ; g : carb)
#

TEM , gover &2 bee , we can compute geore, b)
in poly-tune . Also

, we can find integers
m ,
v

, s .
5

. Qutbu = gedra,b
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En We can compute the inverse : If ged (a, bl=1

= an + br = 1

= an 1 mod b

Proof . Use the Emma recursively :

a
= ba + r ; rb .

By the huma : gcd(e, b) = geo(b , the
keep young : b = 192tc ; 0 : r< T

gedib , re) = god it ,2)

....

M
++ 1

=0 = ged(a ,
b) = My
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It's polgramed tim because Mitz = M/2

Vi = 0
,
1
...,
t - 2 -

clearly , rure cri . If MureMo/2 we

ene done. So essume Ms Russ Ru/2

But then :

zaz = Me mod refe Mi-Putz Turn

< Mi - Mi + 1

< Mi-ro/2 =Mu /z.

# of steps : - 2 . 1 Where : 1b
E
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Example : a = 14 ; b = 10 .

Then :

14 = 10 - 154 ; 10 = 2 . 152-) l = 2

i h = 2
. 2 +01 = 0

= gad (14 , 10) = 2

To get u
,
w :

2 = 10 - 24 = 10 - 2 . (14-10)

= 3 . 10 + 1-21 · 14

u = - 2 ; w
= 3
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- Exponentia From : Square-and-multiply
let b= be

, be, ..., bo)
b Ebi . zi
a = a modm

= It abi
.

mod

=T di mod M
i = bi = 1

= ebo .be ,
rangba ...... raz , be

/Spoiler : RSA mery from will be sent bille

c =
m "mod n

. (

https://goodnotes.com/


Seapption: modn . (
Few more things : Primenumbers .

How do we

generate large primes
?

TM There areinputedly many primes and

Hisl = "A presx"glog I.

Idea : Puck a random p and test of p
us prime.

ThM We can test of p us prime in poly-Turne.

https://goodnotes.com/


=> We van sample large primes . Sample , Test
and if not prime sample again !

rt- but UnTeger
In [S prome : neezt-1]]

= 2 - 1 It of
proces
(

-

·- of verleges21 - 1

~x
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Pet Fac offer Esteps S[(1-1)
t
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