
Pet Fac offer Esteps S[(1-1)
t

Conjecture the factoriva problem us a
-

ouf : f(p , q) = p -

q
= m

↑, 9 premes sit . (p/ 191

A few more foots about modular erthmetic.

Th If I us a subgroup of G, then
IIH) /IG).

⑮
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Cr For all etIn*, Then :

e(m)
~ a = 1 MostM Koer'sHM)

b b mod ful
-

- o = a LITTLE

XIFERMAT'S TAM
P -1

- If m= p spame) , a 1 modp .
Order of a group : For a Dr the ordert
the murme i sit .

& = 1 mode

(In,

Proof. If m = p /primer, then yrul = p-1 .
9girl + b moolyirlFor every b

,
ab = a
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= Calimipa biodyn
m

= 1

The first thing follows by Legange . (Im,
is a group with your elements .

Take the sub

group he = 1 , e ,
er,
..., e-1y has mult

picture order of sit . Yul = .K
We will also faces or u = p/proma). Now

12pt , +.. ) us a FIELD .
Thus is spece

es /Ept,. ) as a cyclic Group : Igep
s .
t

. [p = /go , gag2, ..., gp
-e
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For example : It then
g =

3 us a generator.

If : 1 3% 32 33 3 , ..., 351
= 41

,
3
,
2
,
6
,
3
, 39

xg
%

= 1

Y I

xg = 3OGX

X X

But Iis not a generator :

23 = 1 mod 7
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food news : We sor sample condom p along
will generator g of 1pt . How ! Basically
we puck rondom ge Ipt and test ofg us

a genera for

What's the hard problem in Ipt ? The Discrete

Low problem : Ig (c) = gh med p us

a out
.

/ Conjecture) ,↳
y ; se = "lggy"

Back to 1926 : Duffie-Hellman introduced
public-key crypto.
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the g, p)) Bob

n= [p-1 gumodp Ye Ip-
-

>

modp Used Today
un TCS 1. 3 .

g
k= /gy)" modp k = (g) modp
= gNY mod p = gry modp
& : What security ! If eve on break De
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them she can compute K !

DEF/CDA) The computational Da essemple
holds un Eph of :

Ape

gy 2
, yGTp= 1

E win off
-

z = guy
???

CDH = DL
,
but DL CDIt.
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Much better security : Eve (passive I can't

dustinguish hey from uniform.

Def IDDH-TAKE 1) The Decisional Da

assumption holds um (Ip , g , p-1) of :

(g , g8 , g4y)v(g4 , 98 , 95)
for a

, y ,
ze [p-

Boo news : DDI False in Ept :
The reason or the So-called Quadran a

residues modp :
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QIRp = < y : y =x modp !

= Ly : y = g for event(
Test : Check if ye QRp by checking

p - 1)/2
g =r modp

Why ? Ifg =

g
22

then

yP2zp-moa
If y = g Ther
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zrp-1) (p-1)/ mapg(p
- 11

= g.g
un um
= 1 1

The dustungster : Given (X , Y , z) check

of z is a square andoutput b = 1

off of us a square. Now :

- If z = ge (uniform)
,
it us

a square w
. p . 1/2

- If Z : gay ,
then z is a square
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of wher of"or gy us a square
So it's a squer Wip . 31h-

food news : DDI believed to hold un
other groups Dr.

. In general ,
we'll wate

"(
, g , g)

e Gompfen ( + )
(DDICDHDL ↳ q us

the order.
DL

,
CDH DDH ??? )

Eremples :
- 6 = QRp but with

q
= pe

prome
Itws also cyelyc of order 9
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QIRp = /go , g , ..., gi-l

- Elleptra wares . Basically Thus is
2

some were y = ax' + bx
"

rcX + a modp
whe re pe prima (IE((p) ,+)

-&

↳m = p +a
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- P s . t . Eltp) = 16 ,
P
, prp ,

PrPp

--1)-p)
q =

the order

Discrete log : Puck roudom we la
andoutputQ = x . P . Compute s ?

Bottom love : Dit Key be change is passively

secureassuming DDA is hard.

Whatabout Active security ?
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Alica
ga

Ever gal
Bob

U -> x
,y-> y

eng -
a'y

gay ga't , gay g

How tofe it ? We needauthenticated

channels
.

Alc and Bob should be able
to use MACs or Digital Signatures .
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Plan for nextMatures : Build PKE and

DS from FACTORIN
,
DL

,
CDH

,
DDH, --

First , note that theseassumptions early
imply all the crypto we dad so for.
Examples :

* PRGs for FACTORING : M = p .g

Sutesmod n /start from
So = S

output LSB each Turn-

In other words this us HAR-cort BIT.
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* PRO from DDA .

(D
, g , a)

Gg, (wiy1=g , g8 , goy/(ggg
2

[p -> I -t stretches !

(eqx[q-) 4x*x4 &
I can improve the stretch :

E
, g(x , % , ..., Ye) = /g2 , gy , g2ynyza

... gie , gage
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22 + 1

T* -> D

Exercise : Prove Thus us secure from DDH.

#) PREs
.

There
is a simple construction

of PRFs from DDA
.

Fir = & Fig: 1911*- DST
- = 100

, an ,
.... anll T

Fig, (U , ...,
kr) = (g) in
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