
Very popular number-theoretic assumption :

DEF (DL Assumption) .

Let p be a

prime .

Ther
,
the following holds f

ppr A :

Pe[A(g , p , y) = r : ne [p-1 ; yogu
modp]

= Megfe) .
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A 8 , p , y Ed
-

al
- y = g

"

modp
nE [p--
WIN : n = R.

Manyettempts by mothemetiwas /for
centuries)

&

Terrel in exponentialNine
I try all x's) . Many better algorithms :
Pollard who

, Baby steps front steps,
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undex colculus , ... The complexity ofall these algoetlems NS Still suBrxpe=
neutwel

.

The public key revolution : Duffer and
Hellman around 1976 proposed public-key
rupto .

Here is Their volla :

Alib
(g , p) 16 , g , 9 & Bob
ga =X

2-[p- ly Iy ye [p-)

k=y=gay k = xy=gay
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4gygen &

gagg
Minimal requirement for Thus protocol :
The DL accamption should hold.
Two Kunds of attackers :
- Pessive : Evertop the communication

without changing it
- Active : Con change protocol messages.
/Men-in-the-middle I .
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Security :
- Herdress of computing K

- Or better
,
the key us industringe-

shable from undforty random.

let's start with passive suceity. We

malle a generalisation : instead of running
The peofocds on /Ept, ) we now use

(G ,. ) where Go us a cyclis
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group with generater gzG aud order
9 Jare . gi = 1 in G) .

It is unknow if the key ofThe DH
protocol is bord to comput for passur
attackers under the D2 assumption.
This motivates :

CDI

DEF /CDH) .

The assumption holds ifV
ppr t :

PeIt) params , ga, gu ? = get : xyz q]

https://goodnotes.com/


params = (G
, g , q meger).

Note : CDA = DL . If one car solve

Dr it com also solve CDH.

But we don't know of DL =) CDH.
The CDH exemption is believed to hold

in G = Epo.

If the goodis to obteen a they that
is indistinguishable from unferm ,

weweed :
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Def JDDH assumption) . The DDH assump-

Ter holds if :

(1 , g , 9 , ga , gy , gray)o
(1, 8 , 9 , 94, g6, gz)

U
, y , z E lg.

=
The DH protocol us secur
against passive attackers.
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As before : DDH =) CDH.

Accut Addit I
do it

Sitt -,
z

grey bl x =gu
- -> y = gy

bl = 1 xy

Ef
eff z=gay E

-g

However , CDA DDH i genera.
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namely, - G S
.

t
. CDI is believed

To hold in G
,
but DDIt does not.

For instance G =Ep2. So we will

need a different D.
FACT Das dars not hold un*
-

Proof . Consider :

QIRp = <Y : y = x ' for xb ?
= /y : y =g for even <
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On the one hand
, we can test of

y QRp bythe cury

yp
-1)/2

= 1 mod p.

Indeed
, if y-get' then

grp-1/2 _peep
= (gp

-1jz) = 1 woop
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Else
, y : gle've end

g
Sp - 1)/2

= (geo' + ey(p
-/2

P -1)/2
= g ·
= gp-11/21 mod p
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This gives a dustvegusler :
- If z = g

t

,
then E us a

square w
. p .

112.

- If E = gat , then E is
a square w

. p . 3/4) eupler ga
is a square orgf us a square
or both J -

=>Con break DDH W
. p . 3/4-12 = 14.
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La cily, There are may I's
where

DDA is believed To hold :

- Easiest fix : Let G = QIRP
where p = 2g51 , p , 9 primes-

This is cyclic , with order p-1 = 9 .

z

- Ellupiva carve groups .

Those are

groups defined by The points of on

eleptic cure y = X + extrbXra
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modulo e prima.

-&

--

-Fina
G = E/[p) ,

"

+
"
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What about active security ?

All
-

Eve
ga

Bob
-

resi sy' gyF

Kaz = gag S Kez =ge'y
Con compute both

KAE and KEB .
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Bottom line : We need master keys

to enthenticate communicatver ersing
with MACs of Digital Signatures

we will study This later) .

Able X
, Tag (k ; XI Bob

ki - KI

Y , Tag (k1 , Y)X=ga-
at lg Bad chaic : Ephemeral la kege

of s allows lang . Term ampersonal
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A better protocol :

Alle X Bol
-

Y , Tag (4) , XI1y)r
Tag (k' , XII Y/
-
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Let's show that DDI carly imples
what we studied so for :
PRUS (P

, g , q) = params .

-

n
, y
= 19

Eporams (x , y1 = Gra ,y(
=(g", gg , gay)
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6 : [ - I

so it has positive stretch .

Also :

Ja , go , gayega, go
,
gl

↳ uniform over

G
We can also unprove the stretch :
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G(u, Ye , . . ., ye) = Tagge , gay,.
x
, y; Ig ..., gift ,

gayt)
2t + 1

6:
+

-> D

Exercise : Thus a PRG under DDH.
-
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Pefs. Apply GGM with a particular

PRE .

We get :

F = /F : 1911- Dhqht?

Fo (2 , . . . , Hul =

= (ge)is a
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The above is GGM with following
PRG : G(g) = (g , gab)

= G(gb/11 G, rgb)
--

- -&
& - good,

Goy ↓
gasde gar, g

, a, az
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