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Exercise : Prove Thus us secure from DDH.

#) PREs
.

There
is a simple construction

of PRFs from DDA
.

Fir = & Fig: 1911*- DST
- = 100
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.... anll T
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kr) = (g) in
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The security follows The some voleas of
the proof PR = PRFs/CFMI .
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6 : 40 , 12"+ 10, 112 buts
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Fo /x) Where h= R. ... Ke

IM . If G as a PRW
,

GAR gives
a PRF

.

We can interpret the UR PRF as GLM

with the following PRG :

tag ,

a (gb) = Go (gb 116
, /94

= (gb , gab)
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PUBLIC-KEY Encryption
-

AbraEncDeBob
-

P
CORRECT : fake
Fin: PreckEnc(pk ,m)) = my = 1

E PK,Sk /Honestly Generated

Def (CPA-security) T = /kfen ,
Enc

,
Bed

us apa-secure PKE of :
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Game x
,0 e Gare / , 1
Games ope (1 , b)I, A
--

A 2
-
m

,
]eM SKSKSEKfar)
->

ca etEmc/pk,Ma
i
-
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IPTh" = 1 : GAME ( ,0)]-

Pe T b
= = : Gare

,
113 / Sneg

The simplest PKE : Elfamal (1989) .

(
, g , 9) Groupfer/et

Kgen(t) : Ci h = ga
-

Sk = x ; pk = h .
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EXPK, MED) : c = (4
, <2)

= (g , h ? m)
re [q

Bearsk,
/ , cell : Output C2/

Why das it work !

=
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T Elfama PKE us CPA secure

under the DDI assumption in E.
Proof .

The volea is simple . By the DDA

essemption /ga, ge , gre((g, g2, gz)
-

z
,
r
,
ntq

he /
A pk = h = gr Czelq
-
(

,
m
,
) =gHrx

,
b)->

c= hamy-

b1 Ce = g
2. MpE
->
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Need to show : G(
,
03 G( , 1) .

1) H(1 , 0 = Ar , 1) because2 is

unform over G and thus independent of b.

2) Art , b) Gr , b) A beho,11.

(e) + 2) = TReduction to DDI

A
ok = X

B (x , Y, z)
Eddi

-- x = gx
Y = gY
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Mo ,M
-> z-gay
(2 =y , 2= z - mp) gr
-

+ b' x
, y ,za
->

as in

Perfect simulation : ↑ Gr , bl
- gay . My = /pr . My

a = E- Mb

-gz .

mp es un Hrx , b)
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Pr[Boutputs b = 1 J =PeIA outpends b'=17

= Pe[(( , b) = e]

↳ when X
, Y , E vs e DDH Temple

Ex
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