
Pefs. Apply GGM with a particular

PRE .

We get :

F = (F : 19.1"+ /
?
a,

-Tehtea

Fo(01) = ga ge
= f

Fo (2 , . . . , Hul =

= (e) a
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The above is GGM with following
PRG : G(g) = (g , gab)

= G(gb/11 G, rgb)
--- ga x = 01

& Ya
& - good,

Goy ↓
gasde gar, g

, a, az
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#) C simple construction from
DL over (2

, g , g) o is a perme.
=

Aga (x , 4.) = ge num G

fe . y .

D =Q
P s

.

t. P = 9 & 2
je = g the generator.

82
= Any group element .

H :
,

2
-> & G RANDOM.
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givem a collusion (
, se) , ImWe'l

5. t
.

Je
,
Re) # /Vi

,
Me'] and

U
, Mr a
In S = 8. S

Ri -Re-
( -xi)(a -4)

-

82 = In

ReFR2 them the reverse excents.
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More that of Me =re' Ther also

(-
=M

. )

=> (n-u! ) /Me - 12) us
the DL of ge

Acrit 16
, 81 = g,
Ad 2

al
Rr params I y- y =g82 = %

,9) =16
, 8 , % ( Rela

2
,
He,S ,

Ma (x- - x,") (Rc' -2)-
- ->
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PUBLIC-KEY ENCRYPTION

Thiscome offer the DDH protocol.
m C

Ala-DE>Tech Bob
1 -

pr- R Sk

~ -
--
Ikfen
(pk ,sk) Kfe(n)
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Weere reglectinga problem : Alice
should know pr is the public key
of Bob

.

How to do that : DIGITAL

SIGNATURES and PK 1.

Security : CPA/CCA
Duf I = OK gen ,

Enc
,
Dec) is

-

CPA/CCA seur if
Cpa/aca apalace

GAMEA /X
,
0 Gart

,A
(1)
,
1)

.
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uparece
GameAbl

A pk 2
-
-:

c
mi (pk ,sk)ekfen
-

Mo
,
M
,-
Cf Enc/pk ,mp)C- ↳ RANDOMIZED

of c
- Alto !!mi

-
bl M= Dec /Sk , (1)
-
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Two constructions : Elfamal and RSA.
Elgamal .
-

# Public Parameters : (D , g , a)

# KEY GEN : pr =
h = gm

sk =nintq

# Ena : Pick ze lg
c = 14 , 2) = /g, h? m)
Message me G.
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# DEC : =
= him

THM The eborn PKE us CPA-seure
-

under DDH
-

Proof .

start with Get
,
b) the
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CPA game
and define Itix , bl

where h
z

as replaced by go
for z Ip.
Now : G( ,b) Hr, b) + b.

tapa Addit Eddit
pk=X X

, Y, z- -

Mo
,
Ms
--

(Y
,
z - mp(-
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3 bl
--

gr , ge , gar
(x

, y ,z)

ga, ge, ge
In first case the reductivor sunulo

tes G( , b) ,
in the second

It (1 , b)
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On the other land : (i
,0 =/ ,1)
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