
RSA
-

The first PKE (1928) ; it's a Hund of
nor-interactive lay exchange

Alc Bob

pk Sk
-

CEMc(pK, k) C
-> k = Dec(sk

,
c)

mc UX
--------

The "neive" vole : Get n= p .

q ,
where p , g

o 1-but panes .

Then
, pK=n and sk-cpp.
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Encryption and decryption are based or (In,),
there or 2 exponents :

- Erryption exponente e /e . g . e = 3)

- Decrypion exponent o

s . t . d . c = 1 mod U(u)

f(m) = (nV = (p - 1)(q- 1)

Pk = (m ,
e)
;
sk = ( m

,
d)

Observation by RSA : We
on use Fulo's

ThM to defire a so-called trapdoor permutation :
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Enc(pkmfe ,n (m) = m mode =

Int

Dec(sk
,
c) = mod m = Adin(

ed t - y(m1 + 1

= (m2)" = m = m

= /mer)7t . M moder

-

E 1 mod

CIA secure ? Of course not as it is

DETERMINI STIC
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In precte ,
we use not rang the so-called

PKCs standards :

-> CPA security #1
,

3

-> CCA Security # 2
.
0

ert)

CA : m = (1m) for = 191

Ther
,
do the some c = (m)" mod n

in = Dec /SK
,
11 and we can recover m

by dusarding r . It's a standard :
-

1 byte fixed ; Thus malles sure
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the modular reacivor takes place.
- 1 by te encode the "mode" : encryptor
or signatures.

-
The report ; at best 8 bytec.

- Then m.

&security ? Here is what we know :

-

First, 1/11 must be large enough
(wrlogt)) -

- On the other hand
,

we con prova CPA
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security for me haes . From what

assumption ? Not Factoring
,
but under

The so-called Rst essumption .

- For other larges we don't know.

Rst assumption ? Of course
,
factorent

must be here . Also , computing you
should be hard ; but this is equivalent to
factoring Mi

P -

q - (p - 1)(q - 1) + 1 = pp - pq + p + q
= 1 + 1

u um
M erm) = p + q
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Then
, gover you l we can compute

S
s = m - y(u) + 1 = p + q

p . q = M

=> can compute p , q-

The Rst essumption us simply the fact
that fu

,
e (m) = m

2

mod n us

a one-way function .
In fact , this

is not really precuse , because it's

more that that : It's a TRAPPOOR

PERMUTATION
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TDP : /Sm , f , t") s .

t-

Spk, say e Su re"

y = for (a) ; x = Ask (y)

A pk fra) = y
C

prcT ut I
?

I

- x = x
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A 2 Gastel)
ny ! pr

= rm,
-

x' Su = (m ,d))
-> -------

xc In

y = almod M

a s

RSA = Factoring Travel

factoring = RsA ???
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& : Con we doopa pre from factoring ;
1

for long messages- As efficient as St !
The answer us yes. But none ofThese schemes

us a real standard so we won't cover nt.

&A security ? There was a real-world

CCA against PKcs # c . 5 .

Based or

"partial decryption cracle" that just
tells of a morled contacts in that

is pooed correctly.
thisis why Here is PRCs #2 .

0.
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It's a more complex peding that can
be proven act secure for 1-but msg
but under strong essrupters &RSA) .

Ep : me 40,
142 ; m' = milo

for te= /1) ,
M49, est :

2 + 11
S = mG(r)e194

Jt = 20H(s)-40
,
1)
10 m

=

S4

c = (s/t/
*
mode .
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In practice ,
in ,
to are constants and

I c bearound 2316 buts.

RSA essemplvent something about G, H.

(G , I ore Randor Ortales ! (

In theory : TDP =) PKE let bestpa
secure) .

Recall : h is Hard-cors for

of : (Ara , Grue) /frus ,
b)

bt 4911
NE 10 , 1)

"
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Empk, mi = (fr , h(r))
rheus" Yebut

Moreover : 1-but Pre poly ill-but pre.
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H : 4 % 1
*
-> 30, 12"

·
In practice : 1 = 512 or 256

MD5
,
SHA-1

,
SHA-2

SHA-3

H = 1 As : 191
*
- 191*(s 10

, 111
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The morn security property : COLLISION

RESISTANCE.

Jare
col

zu,
A 2

S

=- sliest

a win/Output 1) :

Hsruy = H , x")

- PPT A :
a = u

Pet Gamer = 15 Meyer
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Why is There a seed ! Cn't we have

a single bash faction that us
collusion resistent !
We can't

.

Because once we fex It,
there must u , "' that are a collusion

and the following Arin' breaks

coll
. rs .

On poly-turne :

Ax
, n : Output s,c'
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faural paradigm for constructur bash functions :

- first design compression favor , say
hs : 10, 11 -> Lees

fas even 10e 1
+t
-> 60 , 12") .

-
Then

, emplify this to domeun 20118·

Rea world constructions fathfully follow
step 2

,
but hearsticly implement

step 1.
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