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.
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TIM The MD construction
goves a CRA

70' from I'/1 into mill essaming
Iu is CRI from1111 = M+) into will buts-

Proof .

We assume FIL Pr) for now-
say I PPT t' finding a collision :

a= b
, . ..bel /bi, ... , be) = v

s . t . his (c) = his is'l where his
us the MD construction

using
Ms.e

ob · be

"
· be · bei- ....y· Y Y2

Om g = y
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Rumming backwards let i be the largest
undex s . t . (bi , yi-1) # /b; , y; ).
Because this is the largest ;, at must be
the case that Ms /bi 11y ; -1 ) = hs b, 11y : 1

=> billyi-1
,

b : /git , one a collision

for hsr) .

This observation immediately implies a
PPT reduction A breaking 10.
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Why FIL ? Because the above construction
is a ctually not secur for VIL.

In fect , consider Ho with the property
that hs/ot) = of far every s

-
Now,

for every u : hs/oa) = h ! ) .
b, = k =1] by = n[2] bei = clastbut]

-o a

-
.. --

y = 2sx)
om ~From here

or it's
aq ....a 61x SAME

------

on
10 on om
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The Lux : Malle it happen that no "legal
umpect is a suffic of another legal in put.

"Legal": Encode it likk Thus
.

Assume for
simplicity hs : 10

,
12+ Lees" . Then if

x = /M, . . ., Hell encode an to

(m
, ..., Me ,

se'>
↳ burary encoding of
I' usinga buts.

Tem The above strengthening of MD us
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a crit for VIL.

Proof. Let t' be a ppT adversary finding
a collusion 2+a s

,

+
.

hs ru) = h's (i)
.

Consider two cases,

1) 121 = 1x11
.

The proof us as before.

2) (21 * 181
. Soy In us made of

In blocks and cus made of I blocks.
then

,
<e =< 12 > and we have

founde collusion un hs) !
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It remes to instantiate bar) .
Two

approaches :

11 Practice : Use tes for similar) :

H(, ) = As a2
-

m m 2n -> M Compression-

Thus can be proven secur essuming As I

on IDEAL CIPHER ( N. S .
Random permuteiver

for every chance of the key !)
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2) Theory : Instantiate hs : / focom
your favorite hard problem (factoring

,
DL

,
...

Let /G , g , g) be a cycua croup where

DL No hard
,
but

a needs to be prime.

Say 81 = g ,
and grfg")

hig
,ge

(Ma
,
Ma) = ge

Ig -> P / 1 buts of
compression)

Why is this collister resistant ? Assume

not : 1 PPT A that outputs ( ,
m.
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and be
, u2'l s

.
t

. (i) /Wi ,e)
Usegue Y

22 - Hr xi - x
=> ga =

81

WLOs essure U. F R2
,
otherwise

(1 = xi -

( - x
,
) . (xz - x! )

+

= 82 = 81
42= x

and the inverse exists as a us prime !
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- M' -U , ) (We-x) "as the DL

of ga !
This gives a reduction to DL .
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