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Duschumer : Bob muss vo pr us

The public key of Alec.

Remember the Da Key exchange ?
s To avoud MiM
-3 attacks portves

Y
( must sign the

protocol messages.

The solution toertufy public keys is The

so-called PKI .
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gu , Sugrs(gk) ,frtpr
,
pu)

Whatis Cutprusta signaturon pr !
Under which key ??? It looks like a warlor
problem ...
Trust assumption : There is a so-called

CA ,
thatis in charge to certify pks.

PK,
Amazon I'm Arazon CA
->

SKCA , PKcAupk
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Grtpk = Sign /SkcA,
PK/IAmoror)

"X
. Jog standard"

The public they plas us hard-wired un

the browser. In practice , there are many
CA's .

But this is just or optimization.
Frommow on

,
we suc assume pr us

an Theutic
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Two constructions :

1) FDH-Full Domain Hash or

how to sug
with only TDP /RSA) .

2) Fret-Shour signatures o signatures
from Identification Scheres

. Many
instantiations (DL ,

RSA
,
buta ver post

quartam ... 2
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1) FDH
.

The basic volea us :

Ken (1 = (pk , Sk) (Prem , esista , us)

Sign (SK , mi = Er (m) (e= mimodr)

Very (pk, m .
c) : for (8) Im

If Yes outpat
1

Else, -

/S = (m)" = m mod n by Eurer)
But not uf-cra ! Why !

M

1. A -> G = mi
c- j
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2
.
A 2
d wed Not sure

..C-

let sel tell any 25.

Then
,
let

mi = Apk(st]
(mF = (c) mod n).

Output (mt , et)
Ca you forge or chosen message mr(wath
RSA) ? Excuse . Just use the fact
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that Rst no homomorphic :
(m

,
2) ; (mz ,

(2)

G - 22 us a signature de M Me

Fe : Hall the attach by first bashing
m and theropply the TDP ·

0 = Ask (Hrms) : Segn

for (os Hrm) : Very
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As a borus : It also works for VIL
messages.

Con we prove of uf-crt ? Yes
.

Under

whatassumptions ! Ideally : TDP +CRI.
We don'tmow how to do thus.

/ Remark : If sugn is a secure Up-coA
-
-

signati or 10
,
11"

,
then espewing

I us a CRI Then

Sign/Hrm() us also e cra
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We will give the complest proof , under
a strong assumption on It : I us a

Randor oracce . Basically It corresponds
to a truly rangem table

,
and the only

way to evelvete of on in us to ask

on oracle to gove Hisl .

/Actually ,
we can prove

it secure in the

standard model
,
no Random Oracles , using

strong Tools such as obfuscation . (

TAM
.
FDL US UF-cMA Un The
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ROM ( RANDOR ORACLE MODEL

assuming If , "I us a TDP.

&S : 7616XXE6
Proof . ROM : Weassume all parties
including the adversary can eck Ro

queries :
m Hi

A -> ·H(m)-

https://goodnotes.com/


some conventions : A asks as signature
quenes Mr
, . . ., My , and of Ro queries

of course , % . Th = poly (1)
WLOG

,
assume that queeves are not repeated.

Beforeasking for a sugature on mi or

forging de mt
,
A malles a Ro query

with mi or ut . Adding these
gueses

das not decease t's prob of success.
Assume - PPT A as above un Pla

UF-cMA that succeeds w
. p . Er ? /poly
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Build a PPT B breaking the TDO .

A pk
B-, y42
-

Sample PK ,Sk

① uc4)

⑧ y = Apri

· (
③at-> ↳B
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Truck /only possible un the ROM) :
The reduction can simulate the output of
Ro queriesarbitrarily ,

so long as it
looks bille a random Table to A.
In Theobova picture :

⑧ Think of i as the unde corresponding
To the Ro query me.

① Mpon Ro query mi :

- If if i , puck Rief) and !
return Ji = Apk(kil . (H(mi)= Ye)
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/Yi = x? Mod n . )

- If i = i , return y
② Mpor signatura grery mi , return

Si = Ri to t
,
unless mi = m ;

un which case A BORT-

of mi = mi
③ Mpor it , so output x = 28.

Andysus :
-

The pr vo perfectly sumulated.

- sumlatier of Roquerres us also
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good ,
becauseyi is RANDOMand

alsoy us random

- AssumingO never aborts
,
the

signaturesere perfectly simbe te ..

Joked : Vely/pK , mi , (i) :

Apk(dil = for Mil = Gi = Hima

as si is the pre-image of ye
- Assuming Ch does not about

, for
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the
some reason h= 25 us the pre-vrage

I y
Furdly :

Pe[B wins] = Pe[Awans1mi = m ; ]

= 1 -
Er) =

poly
=

/poly· Poly-Poly
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