
THM SS + HVzK =) PASSIVE SECURIT .

-

1 We'll peors Thus next turne ?

We further need one assumption :

- 18x
, pr I us large enough

e . g . wolog)( No

Proof , Let Go) = Gre()
the

game for pressive security of It.
Conside 1 G

,
·N

,
relential to Go

but where we use Som /pl to
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ansver the transcript queries in the
ganz Go 1 - / .

lerrt Go fill c G (1)
-

Proof . We well use the HUzK property.
It requires a lugberd argument, along
These lines : 9 = # queries-

Go (i) : Orph,sa/Vipr) , ...., OppkskUp
Hil : simply , PIP,

# i-Hr) : Simpl , ....., Simpl ,Per .... Per
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Gol) : Simipul, .... .. . - -

, Semipul

↓ e : Hel E Hmm 1

The reduction :

A Anuau Zit vanPK-
F PK , Sk

"EMPTY SI
PEr- PK, Sk, 2

FaG eT
furni YSum

Sim (pK 2
,
is :

2; = E z , i it
# DEV

, i =Ntz
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Now ,
we show : v PPT A

Part Gri = 1 S = neger) .
Wemall

a reoluction to SS
.
Assum

not : - PPT A s .
t
. the above us

-1/ poly11 .

We build Ass agent
SSi

A PR Ass Ess
r r

↑ "EMPTY
Il PK ,SK
->
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j z=(,p, U)--
etSim (pul

- ----------
-

↓A

-

B , PK
1st
r Run

-
5

,
05= 128

,B1
.

0

BBypK
---

-
- ----

-

Ind-
Ut
- 2n = 15, 2,
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2n , En-

Toowelyee Plus reolution ,

let z + 40
,
125

be the RV representing the state of
A offer it sert <t . Then we defer :

So = Pet Gol =1 /E = =]

This means : Pr[Gr1) =1) =

= Perfe = IE[Sa] = EH)
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where Po = Pr[z= z].

Finally ,
let food be theivent that

Bt . Now :

Pr[tH) =1]

Pr[GAs (1 = 1 s Good ]

= PeT Good J - Pr[Ass Wing I food I
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=In - Pet Good)) · Pr[Asswins/food]
= (1 - 1 ·

PrTAs, virs/food]-

18pui)
= Pr[Ass wims /food]-pul
= Pr[Ass wars / food J-megl(1) .
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= PrSE-megl(1)
=E [S2] - migh all

- JENSEN's
InEQUATY

> NEE Gaj) -magh()

= 2'rl-neght) ? A
poly()(
#
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Let's
go
back to FIAT-SHAMR

. Seven
It = Ikgen ,

P , P) we construct

2 Ikfar , Sing , Vefy) :
- Kfer (11) : Pr, SE
- Sign (sk, m) : e = 1 , 6) s .

t.

2 Ppk , sk) i B = H+)x ,m)

-can
share state ! U /pr, sk ,<, p)

- Vefy (pk , 2,m) : Outpat a off USPBG
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with B = H( , m)

Th Assuming #us non-trivial and

passivity securs ,

then I us ufCMA

un The ROM.

Proof . LetA be a ppr adv.

breaking UFCMA of E w . p . 1/polye).
Why. wewolls a few assumptious art
- It never reports queries.

- Because each signatures queryin

https://goodnotes.com/


defines 5 = (2
, 8) and B =H , ms,

we assume t rever queries ( , m

To the Ro offer receiving o
- Befor outputting St = /25, ja)
it queried (25, mt) to the Ro.

let ps
= poly i) = # sign queues

Th = pely (1) = A Ro quere

We buildA breaking passive security

https://goodnotes.com/


Ar A 2
- PK , SK
"Empty"
->· ↑ Zi =Ki, Bi,Un-
----------

↓
->s Bx,pk-

Si = 12i ,Vil- ③ ja
③ m=, 25=15, 09 --
Win :ziBt, gr I Accepting
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At the beginning t:
-

Obtorms zu = Is
, Br , Oil from ?
Fi [9s]

-

It samples 1519h] as the
guess forThe Ro query /25, it).

Next :

① Upon umpet a Ro que /Mi ,G ; ):
- If i st , let Bi Bypk
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The reduction hopes
- If i = it

,
Then/mi ,< ; ) =(m)

-

Ther intrete The impersonation (B)
by sending 25 to e.

Letpo be the challenge from C
ReplyToThe Roguery with Br .

(then
, pose the umpersonetvar .)

② Upon input a sen grey Mi
output en = (as , Un where

Un ,
di ere from Zi = (au ,Bi ,U)
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Also
, program the Ro s. 5.

!
Hra

,
mil = Br.

If 120
,
mis was quered before

ToThe Ro
,

then ABORT :

③ Whent outputs ma
,
05= 125, 24

check that the guess on it was
correct. If not

, ABORT.

If yes , resume B and send

25 To e .
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Analysis :
- If it doesn't about , the reduction
is perfect.

- Prob. of not Aborting in step
③ is poly(x) = 1 -9h

-

Prod of aborting un step
is negligible .

This is because

for each signature query Li
= L ;
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from a previousRo gray with

negh prob . by non-triviality of It.

=> Prob
. of not Abortime in step

② is i 51-9s . maglit (
/poly i) ,

=> PeIt WINs71 · 1 -

poly/ poly

PrIA'wis
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- In the next couple of Lectures we
will study a little but of post-ausuiur
capto.
-
Let's do a poll for the lastpopic :

# zk for all of up.

#) cat security for PKE .

In porte wher The Gramin-Storp

PKE from DDH.
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# Lassity-Based Encryption .

# Caypro with WEAK Keys :
what happens when the secrat

key is not uniform but has
Some min-entepy.

-

We'll also do as sessor

of exercises.
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