
DSCHEMSID scheme ? It's a protocol
between a Prover and Verifier :

fan/c(PK ,
SK)

Prpk ,
sk) Urpas

E The transcept
et 10, 118·

AT THE END

---
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We want to study this primitive .

The
proper

thes as dweys will be correctness end

SECURITY

correctness : Etern , y pr ,skiefare
-

Pr[out(P/pk , skiVrpr)=-]=
Es where out is the output

of V effer the interocen-

Security: There are many possibilities-
But for us ,

we well sust need well
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security , so-called Passive security.

This meansan ravesdropper monitoring interact
between P and I should not be able to
impersonate P.

GAME) :

2A Sprsusefaret)
/l 11

pl -MPTTE& ec 40
.

11 e(Prpk ,surp)
-

- -

impersonation
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-

-
:
-> ADV WINS

of u(pk
would Accept

DeF . T= fen ,
P , V) us passively

secure ifa ppr A :

PetGarreger
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We will only consider very spece 10

schemes : 3-round and public coin.

LPrpusk> Vrpk

-
BeB , pk

-3
In such a case mate that the securely
game looks likk this :
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A 2
= pk, Sk) = fau(it)

111
E
-8 e = (d , p , u)-
- --- -

2-

- +=B , pk

-
A wins iff 121, 15 , je)is accepting
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Looking dead
,
let's consider a runnin

Example
.
The Schnor protocol :

g, 9) E Groupfen(t)
(x , y) = furn + )

Sk =xq ; y -ga
Ori

, y (
or Vry(

a [a
4 = ga>pe
= But a moda-Ep>
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(a
, p , g) us acceptive (by VC iff :

2 . yB = gu
actness : gu = ga

wa

= g
? gBr

= 2 -ap
= 2 . yBy
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An important property: The first message
should be non-degenerate /have high
Min-entropy): 1914t

Pr[2 = 2 3 = negh(x) -

↳ I us Prpk, sks fur
msg

Here us the plan :

1) Construct passively secure id schemes.

2) Show that 11 => UF-CMA signatures
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in the ROM.

Let's do 11 first . In fact, we'l prove
a general result that passive security

follows by two properties :

- Honest-verifier Zero Knowledge

- SPECIAL Soundness.

AVEK : What does a protocol executive-

eve about sk ??? When the verfer
is honest it reveals Nothing !

DEF T = / fen ,
P , V) us Auzk if :
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- PPT simulator S s .

f.

E k ,
Sk

, 2) : /pr , sk) feur11) ;
/Orpu ,sk)U/pki)]
~
~

4/pk , Sk, e) : pr , skiefare
e =Sipk))
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Intration : All that Honesty
borns about sk when running It , he
can compute also without running .It
I just rumming SpKs) !
Sonuty check : Let's prove it for Schnove.

Here is the simulator :

4)= S(y) :

Pock V , peq
let x = g0 . y

- P
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Fux any PK = y ,
Sk = n and Belq.

In a read 12
, B , 82 ,

the duster butver

of I us Uniform regardless of B.
Il

Bat a moda
Moreover a = gU . y-B vs The only voles
that mols the verfer accept.
The simulated (G , B 11 has the same
dus Probation

.

Thus
,
Schmorr safusfes

PERFECT HVzk
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