
Post-evartum crypto
-

The issue : Quantum TMs or

bad for crypto lat last in Theory) :

-
Shor 190's) unvented an algorithm

for Eacropist and DL that runs

in polyTime on a guartum
machine/circuit.

- It requires many qubits and
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bullions of quantum gates ass uning
& 20g-but modules .

whole We ere still for from
implementing Shor's algo . 1 e . g .

The
record us factoring u = 211

, people
believeut is just a maller of fire.
The Nist us worwed

.

Until S years
ogo
anot the entire crypto was

Factoring on DL based / Free world

cappto)
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Not only that : guantum attacks

mights be eleody happening .

I
.

r.

11
store Mann break later" !
last but not kact : Developing rew
crypto deployed in the real word

Talles a so years.
For These reasons , the NIST started

The standard rather process for post-
aventur crypto back in 2017.
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Remark : Pa capto means that Ale
end. Bob ore still CLASSICAL Eve

hasa grantee computer.
Monsmal requirement : A computational
problem believed to be hard for quartum
machines

. Many examples : Letties,

isgenes over elleptic carves
,
codes, ...

We'll fours only on lates. A letter
& consists of all rustzer liner
combinations of som linearly undep.
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besus Vectors B = /B
, . . .. ,

En)
over the reals .

2 (B) = B . " =

=[ .i:
*

10T↳

o
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MXM

Basis are not unique ! For
any
Vel

Un Modular (w . R . det(u)= 1)
then B . V is also a bews becau

u .
"
= I"

An important paremeter for e latti
us the length of a slackest non-zer
vector !

min I /1↑ (2) = -
-

we2/4
1)11 = EUCLIDEAN NORM
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I genera : 1/2) the N-th successive

2MINIMA the smallest a s.t
. has

i linearly independent vectors of legth
-r

Here are some hard problems :

- SIPF: Lever B
, find a shortest

mon-zero Victor i f/B) s
.
5.

1) wil = 11(2) or
= Urmc . 1112)
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- Sop SPS : Given B Easowole
-

if in 121 In on (2) > Urm)·

- SIVPy : Given B
, output 45h m

-

linearly urop .
Vectors set.

115: 11 = Urmi - /2)
Vi = 1 ... u

Fact : The only poly-time algo .
Never

-

& ⑪ imloglogrgrante work for (TM) = 2 -
lags)
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The modern perspective : We will use equiva
bent assumptions .

DEF (SIS) . Given i Randor

recious &i ED" forming matrix
A

mxn
The S/Sm

, g , p , m
us

I
Mr

to find a non-zers unteger el
of norm 11 Ell = p s . t .

& (2) = A . 1=j . en=
(modg(
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REMARKs :
-

- SIS laug without the revinction on 11711.

Also Un case B-9 ,
branse /9 ,0 ...%

us a soluzion.

- Any soltia w . r .
t. A can be converted

To soltvar for [AIA'] by appending
zerors

-

-

The Values m
, p must be large

enough for a solution to rust
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In particular , B ? Vi and me in

= In logg 7 . Furt
, who a sume

m = in .
Since thereore more than

m-q" Vectors = 2011 m and
Ther must be two direct a,al

s . t . A = Anle Fan and
-> - + M

z = x - x - 10#1) is a solution

ofmorm of most B
= fac- usautomatically collusionresistant !
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Hardness : For m= poly ir) and 97B . polgirl
soliding 81m

, y , B , m
us et best as

hard as solving GopSVD end SIUP,
with grms = p. Tn

B . poly(u))
Def (LWE) For s&" , the Clw
disVerbutwar As , t ove EgxIg
us obtained by sampling & Random
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and e X and autputting :

-> +, b = <5, a) +e mod
a

given m samples tr ,bi)q*x Ig
from As, for Randoms , fund's

SEARCH-LWE
M
, g , 2, m

REMARKS :
-

-
We thout Mouse

,
the problem useney.

- Erro distribution : ↓ as Taller
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to beeny distribution s
.

t.

Pelle 13 2.9 : et] Megh
for 21

I
A

mer

https://goodnotes.com/

