
Hardness : For m= poly ir) and 97B . polgirl
soliding 81m

, y , B , m
us et best as

hard as solving GopSVD end SIUP,
with grms = p. Tn

B . poly(u))
Def (LWE) For s&" ,

the Clw
disVerbutwar As , t ove EgxIg
us obtained by sampling & Random
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and e X and autputting :

-> +, b = <5
,
a) +e mod

a

given m samples tr ,bi)q*x Ig
from As, for Randoms , fund's

SEARCH-LWE
M
, g , 2, m

REMARKS :
-

-
We thout Mouse

,
the problem useney.

- Erro distribution : ↓ as Taller
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to beeny distribution s
.

t.

Pelle 13 2.9 : et] Megh
for 21

I
A

mer
Ig = /yes , . . .

, , . . . ,
19(1)

https://goodnotes.com/


- We can combine the m samples
in this way : (A

,
5) S . t .An

and b = 5t· A te and i=xm
↳ modp

-

Decisional verston : Destinguish
(A

,
5) from uniform (A , 5)

der Fintal The two orequivalent.↑

Hardness : For m = poly in and 9 < 2
poly(m)

&Then LWFM
, 9 ,X , m using ↓ the
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olusa
. Sonswen W . p . xp32 local)

is at least as hora as GopSVDy and

Sivig for U= /M/21 .

Retev Pre
-

Thusis based on LWe :
-

-) Kare : se Iph is the su.
The ph concerts of mu irrs) logg
semples ↑ Gi

,
bi = 5,j) + ei)

n + 1

- [q
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We can new them as :

A = [E) +
m

Note : 1- 5
, 175 . A

=
-St . I + jt = i) +~ molg

- Enc(PK , M1911 : Pick them
-

and output i = A . m + (5
,M . (ix))
Equa
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- Dec (Sk, Il : Compute

# ,
<)t . E = 1 5 , )5. A -r +MIT)

= t I + (P12I

~ M(q)
/e . g . output- off the above -s larger
than er . )

Corres : It well as long as
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<, 2 < is less then 9/h . If X
is a discrete forswer w . p. O

the

ci', has magnitude [

-g mh(1/23/π w
. p. Y 1- 2E.

& particle, we can set o = /Vul

andq = Trus which corresponds to

a = 01q = 1/(u) and 8=/
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TIM Assuming Lie is hard
,
the

Reger's PKE Is CPA-secure

Sketch of Proof . Roughly ,
it works ball

Thus :

- First
,
swatchA the pre to uniform

(m +1)xm
over In &

No PPT adv . Can

destinguish by theLua assumption
The reductives is immediate.

- second
,
we can use the Leftover
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HASH LEME to show That A . I

↳ stat
. und From roudam so lang

asI has enough nus-enthropy ,
w .
e.

menwe · logg .

(In other words
,
the

hash fenctom A . I us UNIVERSAL

and thusis also a seeded extractor . )

=> M is unformation-Thorspically
holdem

. El

We can also encrypt multiple buts . Twel
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ly ,
we can just encrypt each but

undependently : fiver i = i , ...e
we can always output :

Enc(pk ,Mel , ..., Enc (pr , Me)
↑ We can also share I between

muttuple usens .
)

.

=> Ex sure (MM) · & der Ip
.

mx S
We can do better . We tell Se Do
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to be e larger Secret Key and PK
To be

A =[ JBu St . A
(n +2)xm

E Ig
The cEx becomes :

i = A . i + (
, m . 29(2))

M+l
e [q
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How to build signatures from latters?
1) Lattuc Trapdoors ; similar to RSA

FDA
.

21 Furt-shamr.

Let's explore a but of both
, starting

with 2) . Invivel Note :

Alre A .m =i Bob
-

-

Sk=5 = 40,- pk = (A ,
i)

- m

ye [q A,
p
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=

j = B. +y Check :-

A . J = B . A. + A - y
= It p .
i and I is short.

Not had to see that :

- Huzz : Sumpkl samples Bl
u

It Ig and outputs = A . -Ba
dag with p and I.
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- s : given /B, / , 15, p' , i'(
-

we get A(F-[1) = (B-p') . u

=> c =/- (1) . (p -B)
-1

Problem : is not short.

Tells 2 :
-

Alice Bob
-

-

= Sk A pr= (A ,
i)

ijz4013M Be 40
,
1)
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i = Bet A.=

B
.+-

11

and j "start .
From so

,
we con ensure the prover

knows i = /E- 5) · (p-pl)
-

ch - 2
,

- 1
,
0
,

1
,
29

But this breaks Huzk ! In fact,

if p =1
Ther

& i
= i and

= I wi . For instance
, if i
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hason entry equal to '2 ,
then The

entry of a NS 's. Similarly , if
I has an entry 'd

,
Then i has

or entry 's
Final protocol :

Ale A. = is Bob
-

Ske = 40
, 14
M

a = A . y pk = (A, n 1
-

/0, ..., 5m - 1\m
r =- 10, 1)
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j = B. riIf I ; e-

Vie45m/ Abort
and rufert .

Bowcelly , each time there is a constant

prob of notAbortin .
For security , we

also must espect the protocol in 11 for
k = 128 Wires

.

Let's also
sey something about trapolors-

The vola here is to generate a latter A
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dang with "Trapolaoz" R .
The Trapoor

allows to solve LWESIS w .r . T. A.

Then
,
we can :

Sign (sk ,M) : Output short i
S
.

t. A . i = RO/1).
- f

= U

i using The poloor R.
Y

VefyM ,
2) : Check A= Rope2)

and i short"
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The proof of ufcree in theRom as very
similar to the proof me dob for RSA.
Here is something about generating traples.
The first observation is the fact that for
Sche structures

,
LWFISIS are rasy .

Let :

l -1

j = (124 .. - z(t
C = Flogz 9 1.

- We can find short o
M

s
.

t.
-

->
< g , i < = gt.x = u mod g.
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Basically ,
tells it to be the base 2

representation of the element . This

solves siS . C Ig
-t

- Assume
o
= 2?, given 5 s . g modg

Them we can recover msb(s) to be
2 - 1

be = S · z = msbess . He &

Similarly we can recover bes . 21-2
&

and So am--

We can also extendot to multi-obman
stand :
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G = In t = drag/jt,..., et)
proced as before forrach coordinate of

Fam oh

-
en
- t -It

1- g o . g -----oigt
-E

G =
0 . f 1 . j7 ①↑d ....

1 . g't(
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l- 1

= -

O - --....... zl
- 1

&I
1 2. - . 20 - ---

&

(&

Also easy to see that for eng inveit
be I

,
LWersis are stull laug

mxS
w .
r . 5 . H -2

g
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Because : (HG) · it = is

E) 6 . i = I
"

· i

Def A trapolar forAa e
auf short matrux s

.

t-

A . R = HG mod g

for some unvertible He Iy
mx M

-

Fact : We can generate A along with-

R andA .
Ther :
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- sp : five is Ye There we'll

output i = R . w and

w = G (H- - i (

G : vs the function that maps I
into its burary decomposition
Nomely , 2 . 6" (i) = in mode.

- LE : five+A the

we trouserm it to . RY5E .A . R
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= It . As mod o
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