
*SHA show that w The,a

Passive ID schemes (canonical
=> UF-CMA SIGNATURES .

T= /gen , P , i

Afare) = Jen(elepm , sk)

Sugn /SK , m) : - Shorte & rang P/pr , so
-
Let B = H/k(m)

- Set 8 from Prpk , sk)
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- Output U = (c , 8

Vefy(pk, m ,
c=, r)) : Let B = Hra( m)

Output some es Pipk , (a , p , 8)
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THM The FIAT-SHAMIR Transform-

gives UF-CMA sugratures on the

ROM
, essuming the ID scheme is

passively secure.

Proof . The proof will use surwbr leas
es the proof for FAC .

The UF-cra

adversary t can malle 2 Kind of queres :
- Ro queries (Xi

,mi ## queeres =
Th
= poly - -x (

-

sug querres M ; # quews epatty
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Who ,
we mell a few exemptions on A:

- It does not report Ro querres.

- IfA molles a signature query
Mond

gets 5 = 16 , 8) ,
then it already quewed

The Ro on (2 ,
m) .

- The come for forget
me

,us ,th
a

made aRo grey The

form/x* , m5
We can now describe the reduction.
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Aurora Ais I
, d

u - PK , SK

"Tromscapt"->
①> ↑ zi = xi ,Bi , (i)-↑

- -- -

25(xi
,mi) ->- ③
② so zBx, PK
=S

m5 , (5= (t, j1)-

- Similar to the proof for FDA the reduction

Tries to guess The no query corresponding
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to the forgerymt. Let's say it samples
it [9h] .

- Next
, An walks as "transcupt queeres"

and obtains 21 = /n
, Br , tel , ...Takas Beside,

Mi ,xi)
- Upon input a Ro

query from Aufera :
- If if i ,

then return BixpK.
- If i = i ,

it will start step

③ and forward di to Es.

Then
,
enter Bo fan Aufent
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- Upor a signature query m; from Aufcra
the like is to return G = /Li , Ui) where

Li , U ; are framo 2;.
There yuld be a problem : What if the
Aufort already made a Ro querg
/Li

,mi) ?? Ther wa would have sampled
e dufferent B ; molling the simulation

FAIL
.

So , in this case Abort.

- Finally
, upon

a forgery it, st= /25, (H)
chock that (20

,
mt) = /Li

,
Mil is The

Roquery that we twee to guess.
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Then send go to 2,0
,
which concludes

the reduction-
Now the theorem follows by observery
thattis guesses i w . p . /poly)
Moreover

,
the prob , that turent asked

Ro query /Li , m ; ) before of receives
e signature G = (i

, Vil us negligible.
Overall

, we don't about w . p.

= /1-9 · Mager)
Hence :
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PLT tod wans] 1 · (1 - negh(x))
poly(

· I
Pesturent, polysil

I
poly
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