
IDENTITY-BASED Encryption
-

IBE : Public-they encryption where The

pr can be er arber Trag strung
Why is it useful ? If we can

associate unique dontities to people
re . g .

sole security number) , we
can encrypt only knowing on IDE401

*

sunce we red to generate secret kys
weweed on or thority anyway,
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beceasetas everybody could generate
scout keys forarbitrary IDs.

Syntax : I= / Setup
, Kge ,

Enc
,
Deal

,

-

Alva*ste-dIDectom Bob-
-

mor In ↑ dis mpk

-ID

Author ty
C
-

dinkfer/Msk, ID) /mpk , msk 12 Setup(s"
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Mycrow : It's a new usse. The

authority La gurate alt secret Keys.
So

,
it can decrypt everything-

Advantage : No artificates .

Zero overhead.
--

Why is it interesting ?

- A generalization of PKE .

With

further generalisations one gets new forms

of encryption that are more repressive
Than PRE : ABE, Functiona encryptom

-
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-
We'll show that IBE implies
both : Digital Signatures , CCA-secure
PKE .

Secr ty : /ND-ID-CPA security .

Game
No par

-( , b)

A Mpk 2-

& mpk , mskPain
(ID*, Mo

,
mr ) ce Enc(mpk , ism-

S
-- diDEKfen/msk , ID)
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8
NDF IDA-

-
bi-

Next goo : A constructver of IBE-
The construction will satisfy a weller
definition .

Thus vervent is called

SELECTIVE IND-ID-CPA : This means

A pack Do before mpk is sampled.
selective will be enough for us
and the moutward applications !
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The construction : It will be base on
so-called pourings .

We wall werth :

#,,,,) Groupfen
(N) & us CYCLIe with generator f
and order

a /prime )

(vi) : #x&-> ↑ such that :

V g ,ht , f a , be ty
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e (g2 , (b) = /g ,
112

1 At us also of prime order 9 . )

Example :I exists in elllepticcair
groups.

Consequence : DDH does not hold in

bulwar groups. Given ga, gb, ga :

e(g , g4 = e(ga, gb)
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fe(g , g(ab)
Here uson assumption that is believed
To hold :

DER/DBDH) For 2,b , c 4g ,
TeDr

/ge ga , ga/g , goba) Na
(egg2 T)
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The construction : parame
e

# Setup() T (P,+ , g , g, )e Groupfen.
Pock he G

, gz-G and
gr = gd

for 2<g .

Then :

mpk= /params, 8 , 81 , 82 ,
h)

2
MSK= &2
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* kfuK, ID) : Consider F:+G
ID

F/IDI = 21. h

gover IDEXy , pock et Xp end

output dig = Joo
, del

do = G - F(ID)
; de = gr

msk

Using H : 10, 13- De frePer a)
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# ExImpk, ID, m) : Given me Dr,
pick UK Yo and output

c = /M ,
v

, w]

u
=e/fr ,92/

%
m

v = g)
w = F(D)
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# Dec /Mpk, did ,_ ) : Perse c = (M
,
N
,

W) and dis = (do , d1 1 . Then output :

#
~

/f -(2)mi,
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figme,
Fraser

Frdj)
Il

(gC,)

/En
, 82
z

To The above IBE NS selective
-

IND - 1D - CPA under The DBDA assumpti
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