
EXERCISES
-

* ) let f be a lengthpreserving
one-way fun ever -

and h be Hard-corn

for f Establish if the following us

a secur PRG :

Gray= A raill hise!
Precoll : We have proven thatwoled

G is a per of f is a owp.
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The proof : 8 : 4014"-> 10, 14

G(Um) = f(Um)11h(Um(
/Un) 11 Us
E Un 11 Us = Unws)

It doesn't work .

To disprove it we

must give f : 1911- bees" sit.

f is our but I not secure
e

. g. f(x) = fish ,a) = give /I a
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where g : 40,11 + 10
,
14
%
us a of

(2) =Mr ; 182) = M2

2 .8 . My = M - 1 ; Me = 1. Now :

g aut >f our but

Gras = freel 11 brus
= g(1)01 le sel

is not a PRA
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2pagApry GiUm !

bl
7-
- -Vur1

b = off z = /E . . . . En . Earn

st . zn =0 in case

M2 = 1
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*let O be a group Cycle a , were
generator g and prime order 9 . Assur

it's possible to compute o overGo of
it erusts.

Prom that CDH is equivalent to :
- Square-Di : Given (g ,ga) for at lg
aufpat ga?

We must prove :

1)CDA = SQUARE-DI
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(i) Savare-DH CDI

Wi fool : 7 PPT A s
.
t.

Pr[A/params, ga) =ga?

params
= 11

, g , 91 , a skg 32x
poly

Ther build ppp B against CDH.

A ga B
param, gag

b C
im -
gar-
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---
----

82-
-
E-gb=Jean-

Grbs"

g-
---------

=> w
. p . (or) )" = polgi ) we know

ga ; gb" ifGrb)" a rb'u zab
= g
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garbe = g2eb/gab)
:

ga
? g

Them ,
Tolle F over G

(d) A

-
B Params , e

params, ga,ga eng-&=gaa , atIq

B 2Arig
rela
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-abapal
,

a
alarm , erar &

2

f = g = g . gar

=> Compute (ge)"a gar and
drunde
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# let I = ORfe , Enc, Dea ] be
a PKE scheme for M = 20

,
11.

Build It' a Pro scheme for M=40,1 ??
for Rex1= poly(X).
Assume It is CPA-secre .

T'also
should be CPA-secure .

suggestiven : /pr . su)= Ken 11: and

given m = /M213
,
MILD

, ... ,
m[l](

aufpuf c = / , 2, ... . , 4)
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Cu e Enc(pk , mcis) .

Proof of CPA-secoly : Assur not , I
ppr A that breakspa security.

A pk B C
-x
m

,
m 0

, 1

--
Y-
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O I

Mot = (m21] , ...., mo
* [l](

mi = ( miz1 , ..., mel3)
O

let [l = Enc(pk· )
CHALLE NUE :

est, .....mes)Ho E 1 1
-
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He e Im2131 , .....isn, --
-

· -Ins

He mee, . . . . ,
Im*

- : Hi valtion

A pk
B 2

-- For
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utmit montmrr]-->
* A

c =1 ... -.C u
--

A

21, . ,
of all Enc(pk ,

m [is]
A N

Wit -C

A

Cirz ...., t de Erc/pk , mcis)
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#Consider RUF-RMA :

Gtreaf-rene (1)
-It-

Ar 2
"gl PK , SK
-i mi ill

mrM biSuge (SK ,
Mr

[-
ga
-
win : m5

,
25 vaL19
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(c) = wilog +)
Question : (UF-CMA RUF-RMA

?

und Ruf-rma =) PF-cMA ?

(i) Trunal . (Wor out the reduction. )
(ii) False

.

Telle auf UF CM A I

and consider it'with I =2I

e = Sign /Sk ,
m')

See ml
= m
,
11 Ma wich= Im = h
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Check : If m = on
I' = mc

Else = Sign (SK, M!

Alternative : Let Pr = (pk ,m,
in it

,
i =Sign /SK, in
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# Let A : 1011" -> Go
,
11 " be e dof .

Consider The following= /kfer , Suga , Vofy)
Kferfell : So bei ,? )i etl]
, 1019

pr = (ys , ye'vece
- behest

,
ye = fra

Sign (2k, m = mi1] , .. .. ,mils)
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Output O = benis (neces

Vely : Just check that
framer,se

Peor : It is one-tim secureassuing
frouf .

A pk
C
r

M
-

5-
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mm
,
et ↑ &
- II 11

&

Observation : = j s. t . M2j]m11] .

For this position j o contains si
a pre-image of g; but ofconfocus

se a pee-image of y .
This sugges

The following reduction :

A pk B yt= f(x*) E- -
it[h] xtUn

be 40, 14
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PK = /ye , ye) lol on The

Signati scheme ,
but prtj =/gi

3S .t . Y ; = ya
The reduction Brows all offer

pre-images sij ,?

m = 1 m21) , .. ..,m =
l)
-
-

mr
, ga
-

Hope : m[i] b and MIjJFm
*

[i]
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